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Introduction

Message Manager is a Windows service designed to provide alarm notifications to defined
recipients. When an alarm is detected by Foreseer and the channel reference is configured
for Message Management, the Message Manager service proceeds to notify each
recipient/subscriber defined within its configuration definition. Message Manager can
send alarm notifications to multiple services such as email and printers.

Message Manager is designed to be used either on the same application server where
Foreseer resides, or, on a remote server for distributed architectures. Message Manager
connects to Foreseer using a secure, encrypted connection using TLS 1.2 and TLS 1.3.

System Requirements

As an add-on component to Foreseer, Message Manager must be installed in accordance
with the software system requirements. Please refer to the Foreseer Installation and
Upgrade Guide (MN152126EN).

Installing Message Manager Software

& Ifyou are upgrading from a prior release of Message Manager, please uninstall
the existing version of Message Manager prior to proceeding.

To install Message Manager, perform the following steps:
1. Run the installer by launching the MsgManlinstaller.msi file located on the Foreseer

DVD or ISO image. You will be greeted by the Setup Wizard's Welcome Screen. Click
Next to continue.
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5

Welcome to the Eaton Message Manager 7.b
Setup Wizard

The Werzion 7.5.800 Ingtaller will quide you through the steps required toinstall E aton Messzage
kanager ¥.5 on pour computer.

WARMIMG: This computer program iz protected by coperight law and international reaties,
Unautharized duplication ar digtribution af this program, ar any partion of it, may result it zevere civil
of criminal penalties, and will be prozecuted to the masinum estent pozzsible under the law.

< Back Cancel

2. Select the folder where you wish to install Message Manager. By default, the setup
wizard will select C:\Eaton Corporation\MsgMan. You can click Browse to select a
different drive or folder. Be sure that the Everyone radio button is selected. Click Next
to continue.

i%l Eaton Message Manager 7.3 — >

Select Installation Folder LA

The ingtaller will ingtall Eaton Meszage Manager 7.5 ta the following folder.

Toinztall in this folder, click "Mest". Tainstall to a different folder, enter it below or click "Browsze".

Enlder:
C:AE aton Corporationtsghdant, Browsze. ..

Digk Cogt...

Install Eaton Message Manager 7.5 for yourself, or for anyone who uses this computer:

(®) Everyone
() Just me

< Back Cancel
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3. Confirm the installation and click Next to continue.

5

Confirm Installation

The inztaller iz ready to install E aton Meszage Manager 7.5 on your computer.

Chek "Mest" ta start the installation.

< Back Cancel

4. The Setup Wizard will begin to copy all files onto the server. This process may take a
few moments.

5. The Installation Complete screen will appear once done. Click Close.
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5

Installation Complete

E aton kMessage Manager 7.5 haz been successtully installed.

Chek "Cloze' ta exit.

Fleaze usze Windows pdate to check for any critical updates to the MET Framework.

< Back Cancel

Install the Windows Service

Message Manager runs as a Windows operating system service. Prior to initial setup and
configuration, you need to install the Message Manager service. Perform the following

steps:

1. Using Windows Explorer, navigate to the Message Manager installation directory

(typically C:\Eaton Corporation\MsgMan. Right-click the ServiceSetup.exe program and
select Run as Administrator.
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Mame Date modified Type Size

D Foreseer Server.mib 72472020 631 AM MIB File 22 KB
liberypto-1_1.dll 11/30/2020 10:41 ... Application extens... 3324 KB
libssl-1_1.dll 11/30/2020 10:41 ... Application extens... 674 KB
@ Message Manager Configuration Guide.c...  10/1%/2020 6:30 AM  Compiled HTML ... 3,571 KB
Message Manager Configuration Guide.p...  10/1%/2020 6:30 AM  Adobe Acrobat D... 1,191 KB
4] MsgMan.exe 11/30/2020 10:41 ... Application 869 KB
msgman_backup.bat 72472020 631 AM Windows Batch File 1KB
msgman_restore bat 72472020 631 AM  Windows Batch File TKE
MsghanDialogs.exe 11/30/2020 10:41 ... Application 57 KB
Pager.dll 11/30/2020 10:41 ... Application extens... 416 KB
[0 ServiceSetup.exe 112002020 1040 Annlicating 134 KE
SMMP4crserver.dil Open extens... 1,620 KB
D SSL Certificate.bd Enable/Disable Digital Signature lcons hent JKB
5] sSL_License.txt ®) Run as administrator hent 7KB

Troubleshoot compatibility
Pin to Start
& Move to OneDrive

2. Click to check the Eaton Message Manager Service checkbox. Click OK to proceed with
installation.

Eaton Service Setup et

—Services

[T Eaton Foreseer Server Service
¥ Eaton Message Manager Service
[ Eaton Outpost Service

I Eaton Foreseer Apache Service

—Uninstall Only
[T Uninstall Selected Services

Select the services to install. Any existing services will be automatically uninstalled.
To only uninstall the services, check the Uninstall Selected Services box,

| K l | Cancel l

3. Astatus dialog will return with information on the installation process. If you are
upgrading from a prior revision of Message Manager, ServiceSetup.exe may indicate
that the existing service was delete and the new service installed in its place.

When finished, click OK.
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B servicesetup *

e ) EatonMessageManager: existing service deleted.
' )| EatonMessagehManager: service installed

Service Setup was successful,

© If Service Setup fails to install the Message Manager service, confirm with your
organization’s IT group that your Windows user account has the necessary
permissions to run an executable with elevation.

Controlling the Message Manager Service

As a Windows service, Message Manager's status can be checked using the Windows
Service application, available from Administrative Tools. Alternatively, you can run Services
from Windows Start>Run or the Search Windows bar on modern editions of the operating
system.

Starting the Message Manager Service

To start the Message Manager service, find the Eaton Message Manager Service listing in
the Services application. When initially installed, the service will not be actively running,
but will be configured for Automatic Start-up on boot.

Click to select the Eaton Message Manager Service listing. From the left pane, click the
Start link.
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File Action View Help
=2 F B HE »mnw
. Services (Local) . Services (Local)
~
Eaton Message Manager Service Name Description Status Startup Type Log On As =
5 h . \S('_’;Diagnostic Execution Service Executes dia... Manual (Trig... Local System
start the service £ Diagnostic Policy Service The Diagno... Running  Automatic Local Service
-.",(I_’;Diagnostic Service Host The Diagne... Running  Manual Local Service
Description: {;_’;Diagnostic System Host The Diagne... Manual Local System
Eaton Message Manager Service ‘L) Display Enhancement Service Aservicefo... Runmning  Manual (Trig... Local System
&} Distributed Link Tracking Client Maintains li... Running  Automatic Local System
&} Distributed Transaction Coordinator Coordinates... Manual Metwork Service
Q_’;DNS Client The DMNS Cli..  Running  Automnatic (T.. MNetwork Service
\‘i_’;DockerDesld:op Service Running  Automatic Local System
{,‘('_’;Downlnaded Maps Manager Windows se... Automatic (D..  MNetwork Service
».','(I_’;Eaton Foreseer Apache Service Apache/24... Running Manual Local System
) Coton L g S Caton L o ; At 4 L L Sict
i - .
&Eaton Message Manager Service Eaton Mess... Automatic Local System
TEmbedded Mode The Embed... anual [Ing... Loca em
£} Encrypting File System (EFS) Provides th... Manual (Trig... Local System
) Enterprise App Management Service Enables ent... Manual Local System
£} Extensible Authentication Protocol The Extensi..  Running  Manual Local System
\‘i_’;Fax Enables you... Manual Metwork Service W
\Extended /(Standard/

@ If the Eaton Message Manager Service fails to start, your server may be security
hardened to prevent the Local System account from executing services. Consult
with your local IT group for assistance with obtaining a service account to run the
Eaton Message Manager Service.

Stopping the Message Manager Service

In rare situations, it may become necessary to temporarily stop the Message Manager
service. Click to select the Eaton Message Manager Service listing. From the left pane, click
the Stop link.
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File Action View Help
ez FEc: HE » o nwp
. Services (Local) . Services (Local)
Eaton Message Manager Service Name - Description Status Startup Type Log On As
| 5} Diagnostic Execution Service Executes dia... Manual (Trig... Local System
£ Diagnostic Policy Service The Diagno... Running  Automatic Local Service
- ‘5. Diagnostic Service Host The Diagne... Running  Manual Local Service
‘) Diagnostic System Host The Diagne... Manual Local System
Description: 5} Display Enhancement Service Aservicefo..  Running  Manual (Trig..  Local System
Eaton Message Manager Service &} Distributed Link Tracking Client Maintains li... Running  Automatic Local System
&} Distributed Transaction Coordinator Coordinates... Manual Metwork Service
“£LDNS Client The DMNS Cli..  Running  Automnatic (T.. MNetwork Service
55 Docker Desktop Service Running  Automatic Local System
55 Downloaded Maps Manager Windows se.., Automatic (D..  MNetwork Service
L Eaton Foreseer Apache Service Apache/24.... Running  Manual Local System
C} Faton Foreseer Server Service Faton Fores..  Bunning  Autoratic Lacal System
&Eaton Message Manager Service Eaton Mess... Running  Automatic Local System I
5 Embedded Mode The Embed... Manual (Tng...  Local System
£} Encrypting File System (EFS) Provides th... Manual (Trig... Local System
) Enterprise App Management Service Enables ent... Manual Local System
£} Extensible Authentication Protocol The Extensi..  Running  Manual Local System
5 Fax Enables you... Manual Metwork Service
\Extended /(Standard/

Configuring Message Manager

The Message Manager Configuration utility specifies the services and conditions under
which personnel are notified when an alarm condition is reported.

To launch Message Manager Configuration, access Windows Start>Foreseer>Message

Manager Configuration. Alternatively, you can navigate to the Message Manager
installation folder and run MsgManDialogs.exe using the Run as administrator option.
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Services | Subscribers | Motfication Lists

MName

Mail Service
Prirter

Mew...

Sarting af MNatificationg

The default action iz to zort notifications bazed on alarm priorities and states. Thiz enzures that higher priory alarms
are notified first but the notification zequence may be different than the sequence the alarms: accurred.

If it iz more important to have the notifications happen in the order they occurred, check the following box to dizable
zorting of nohfications.

[ Dizable Saorting of Matifications

Debug Output Settings
Y'ou can send statuz meszages to the \Windows Application Log for debug and troubleshooting purposes, Check the
enable option ta turn thiz feature o, %ou can alzo check to dizable debug output automatically after ane howr.

[ Enable Status Output bo Windows App Log [ Dizable Sutomatically &fker One Hour

Save Changes Cancel Properties. .. R efresh Backup/Restare

The bottom toolbar provides simple buttons that are used to perform basic rudimentary
changes to Message Manager. They include:

o Save Changes - Saves all settings to Message Manager's configuration file. When
Save Changes is clicked, the Message Manager service will automatically restart.

o Cancel - Exits without saving settings to Message Manager’s configuration file.

o Properties - Used to configure Message Manager connection settings to Foreseer.

e Refresh - Used to refresh any changes to Services, Subscribers, or Notifications Lists
that may have been applied.

o Backup/Restore - Used to perform a backup or restoration of Message Manager's
Configuration.
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Connecting Message Manager to Foreseer

Message Manager connects to Foreseer using an encrypted connection. Before you begin
configuring Message Manager, you should ensure that Message Manager is connected to
Foreseer. The connection setup is accomplished through the Properties button displayed

at the bottom of the Message Manager Configuration window.

Meszage Manager Configuration Properties x

kezzage Manager will connect to the following systems to obtain event infarmation for notification messages.
“Wwhen Meszage Manager is configured for the first time, a default entry iz added that connects to the server
an the local system.

The default entry uzes the IF address 127.0.0.7 which always refers to the local spstern and is refered to az
the lnopback or lozalhozt' entry. |t uzes the secure HTTPS pratacal at port 444,

If Mezzage Manager cannot connect to a system or the connection iz dropped and cannot be reestablizhed.,
ameszage can be zent that indicates an affline condition. v'ou can select the Motification List to uze for each
sypzhern,

To make changes to an existing entry, zelect the enty in the lizt and then click the Edit button. Tao remove an
existing entry, select the entry and click Remove. To add a new entry, click the Add button and fill in the
required infarmation.

https: /A1 27.0.0.1:444

Add. | Fiemn:we...| Edit.. |

ak | Cancel |

The Message Manager Configuration Properties specifies the address of the Foreseer
server in which Message Manager will connect to. Message Manager can connect via HTTP

or HTTPS where HTTPS is preferred given its ability to encrypt content.

By default, Foreseer v7.3 uses HTTPS over Port 444 for a Message Manager connection.
Older Foreseer versions used HTTPS over Port 443. This port can be changed to
accommodate the security strategy of a given site. For information on changing these

ports, consult the Foreseer Server Guide - MN152088EN.
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Connect To... x>

To add a new address bo connect to for event notifications, enter the computer name or static [P address. The default iz to use
the zecure HTTPS protocal at port 344, To uze the non-zecure HT TP protocol, zelect Use HTTF.

If the HT TP pratocal iz selected, port 31 will be uzed. Far either HTTPS ar HTTP, if the standard part cannot be used, a
different part can be entered.

* |Jee HTTPS [default]
& Use HTTP TCP Port; |44 Mame or IP address:

If Meszage kanager fails to connect or reconnect after a logs of communications, an Offine message can be zent. To enable
Offline messages, select the Motification List to use.

Matification List: | <nonex j Secands until Offine Message: |ED

When communications are restored, a Beconnect meszages can be sent. These meszages are only zent after Offline
mezzages have been sent. To enable, zelect Send Reconnect Mezzages.

[v Send Reconnect Meszages

k. | Cancel Customize Mezzages. .

To configure Message Manager connection settings, click Add to add a new entry, or click
Edit to modify the existing entry. For situations where Message Manager is installed on the
same application server as Foreseer, the loopback address of https://127.0.0.1:444 is
acceptable.

If you installed Message Manager onto a remote application server separate from
Foreseer, you can use the fixed IP address or fully qualified domain name of the Foreseer
application server.

Click OK to apply the changes. Then, click Save Changes on the Message Manager
Configuration window to save and make changes effective.

Setting Trusted Message Manager Connections
in Foreseer

By default, a Foreseer server installation will only accept Message Manager connections
from its local machine. In order to allow Foreseer to accept a remote Message Manager
connection, the address of the remote Message Manager machine must be added into
Foreseer’'s Trusted Message Manager Connections whitelist.

To access and configure the whitelist, perform the following steps:

1. Atthe Foreseer application server, access Device Configuration. From Device
Configuration, select Administration>Message Management>Trusted Connections.
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https://127.0.0.1:444

(4l Eaton Foreseer - O X
File Alarms = Administration Configuration Database Help
D '« Repe Login... Channel State Value Type
=5 :DZE;EI Logoff @ Active Client Connections MNormal 0.0000 Analog
Dm’ 15_| Change Passwords... ® Archive Elapsed Time Mormal 46,000 Analog
b B Configuration Backup MNormal Outdated Digital
- Der Add Note... M Database Archivi N | Archivi Digital
P Ht atabase Archiving orma rchiving igita
G- H-E Message Management > Setup... 0K Digital
- - - oK Digital
- H-E WebViews Server 5 Configure Required Connections... 50000 Alglla
- H-E : SNMP Properties... : L
G- H-E Trusted Web Clients... 311855.0 Analog
Trusted Connections... 24,0000 Anal
- H-E Extension Plugins... . nalog
- H-E B Message Manager Local MNormal Connected Digital
- H-E Unload Driver W Message Manager Remote Normal Mot Connected Digital
(- H-E Load Driver @ Minor Server Version Normal 13.000 Analog
- H-E W . B Server Configuration Mode MNormal Normal Digital
(- H-E roperties... W Systern Alarm Normal 0K Digital
- H-E Refresh Tree =3 ] Systern Warning Mormal oK Digital
- H-C
S: el Server Properties...
- H-MTR-SWED-1A-GB
- H-MTR-SWED-1A-MB
- Modbus Gateway
2B & System Channels
[3..@, Foreseer Remote
NUM

2. The Trusted Message Manager Connections dialog will appear. By default, there
should be no entries. Click Add to create an entry.

Trusted Message Manager Connections >

By default, the server will only accept a Message Manager connection from the local system. To
gllow & Message Manager connection from a remote system, add the address of the remote host
to this list.

When using a remote Message Manager, the local Message Manaager is still the primary, and
Motification Lists and Subscribers are only accepted from the local Message Manager. A remote

Message Manager is only used to report a server down condition,
|

Edit

Remove

Cancel

3. Enter the IP address or resolvable name of the remote machine where Message
Manager resides. Click OK.
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Client Address *

(®) By IP Address:

0.0 .0 o0

{3 By Computer M ame:

Corcel

Configuring Message Manager Services

Notification messages are sent through one or more configured Services that are defined
in the Message Manager Configuration. Message Manager can use several services to send
notifications. The built-in services that are common to the client and the server are:

Printer Service

SMTP Mail Service
Command Line Service
SNMP Service

To add any of the mentioned Services to Message Manager, click New and selected the
desired service from the context-menu.
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Message Manager Configuration

Services | Subscribers | Motfication Lists

MName
Printer

Mew...

Sarting af MNatificationg

The default action iz to zort notifications bazed on alarm priorities and states. Thiz enzures that higher priory alarms
are notified first but the notification zequence may be different than the sequence the alarms: accurred.

If it iz more important to have the notifications happen in the order they occurred, check the following box to dizable
zorting of nohfications.

[ Dizable Saorting of Matifications

Debug Output Settings
Y'ou can send statuz meszages to the \Windows Application Log for debug and troubleshooting purposes, Check the
enable option ta turn thiz feature o, %ou can alzo check to dizable debug output automatically after ane howr.

[ Enable Status Output bo Windows App Log [ Dizable Sutomatically &fker One Hour

Save Changes Cancel Properties. .. R efresh Backup/Restare

Printer Service...
SMTP Mail Service...
Command Line Service...

SMMP Service...

Printer Service Setup

The Printer Service can be used to print alarm messages to a direct-connected to
networked printer known to the Windows operating system where Message Manager is
installed.
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Printer Service Properties

Service Name

|F'rir'|ter|

Frinter

IRICOH MP C3504ex [58387917E151] ~|

Printing Propertiesz

v Prefis each message with Date and Time.,

" Print page after each message.

* Print page when meszages fill printed page.
" Print directly to the printer. Dot matrix and impact style printers anly)

Line gpacing after each mezsage:

Message Manager is optimized for use with network printers, as well as classic dot-matrix
and impact style printers (tractor-feed). Using Printing Properties, you can control the
behavior of how alarms are printed. For example,print page after each message is useful
for modern printers, whereas Print directly to the printer is useful for legacy line printers.

® Printing alarms can present unique challenges based on the design of the
manufacturer’s printer driver. Some printers that attempt to display dialogs prior

to completion (e.g. virtual software printing utilities that spool PDFs) will not
work.

SMTP Mail Service Setup

The SMTP Mail Service can be used to send email notifications for alarms generated by
Foreseer. The SMTP Mail Service exclusively supports Microsoft Exchange Servers over

Port 25.
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SMTP Mail Service Properties x

Service MName

|SMTF' b ail 5 ervice

Meszage Subject

|.-’-‘-. meszade from Meszage Manager.

Fropertiez

SMTP Server IP Address or Mame; |1U-1D.1 0.0

Fram EMail Address: |I‘ﬂm@f0reseer.cnni

SMTP Credentialz
Usze SMTF Credentials |

Uzermame |

FPaszward |

ak. | Cancel

Through the SMTP Mail Service Properties, you can configure a dedicated email subject to
help recipients know that the message is in regard to system alarms.

Using the supplied fields:

1. Enter the resolvable SMTP Server name or IP address

2. Most, if not all, mail servers requires a valid email address to be supplied. Enter the
email address for an account associated to Message Manager.

3. Some Microsoft Exchange servers may require you to authenticate with the server
using SMTP credentials. Enter the credentials supplied to you by your organization’s
IT group. Click OK to apply the changes, then, click Save Changes in the Message
Manager Configuration window.

® In secured environments, application servers that use Message Manager may
need to be configured by your organization’s IT group to permit SMTP Relay.
Verify that the server hosting Message Manager is properly configured to do so.

Command Line Service Setup

The Command Line Service may for alarm notification methods outside of the pre-canned
options (Printer Service, SMTP Service, and SNMP Service) provided by Message Manager.

The Command Line interface will invoke an executable program, supplied by the
customer, that accepts command line arguments which provide detailed information
about the specific alarm.
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The command line program may then invoke any type of notification service to which it
has access. The command line arguments that may be passed to the program are
configurable through the message management system.

SNMP Service Setup

Simple Network Management Protocol (SNMP) provides a framework for communication
between various network devices using the UDP protocol. SNMP employs a
Manager/Agent model. The Network Management System (NMS) monitors and controls
one or more Agents. The Agent, in this case Foreseer, has the ability to asynchronously
send alerts, or traps, to specified SNMP Managers to report predefined events.

SMIMP Service Properties x

Service Name

SHMP Service

To uze the SHMP Service, the Microzoft SHMP Service must first be installed
and configured.

There can only be one SHMP Service and itz name iz always SHMP Service.
Thiz gervice haz no configurable options and subscribers cannat uze thiz service.
Trap azzignments are done at the server.

0k, | Cancel

Message Manager's SNMP Service allows such messages to be sent from the Message
Manager to an NMS to furnish enterprise-wide notification of critical events from the
EPMS. By adding the SNMP option, a remote NMS can monitor critical events occurring
within all of the foundation equipment supported by Foreseer.

There are 25 predefined Cautionary and 25 predefined Critical traps available through
Message Manager's SNMP Service. They may be used to identify unique channels, or they
may group channels by category. It is possible to use a single Trap Number multiple
times.

Microsoft SNMP Service Setup

The Microsoft SNMP service must be installed on the machine that also hosts the Message
Manager. Trap destinations and community strings are configured using the SNMP service
properties. To install the Windows SNMP service, perform the following steps:

1. For Windows Server 2012 through 2016, access Control Panel>Programs and
Features>Turn Windows Features On or Off. For Windows Server 2019 with build
1809 and later, go to Settings>Apps>Apps & Features>Manage Optional Features.

2. Check to Enable the Microsoft SNMP Service.

3. Follow the prompts displayed to you by Windows.
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& Eaton strongly recommends that you restart your server or virtual machine after
adding the Windows SNMP Service to ensure it is properly registered and
available for configuration.

After installing the Windows SNMP service, you must next add the SNMP devices to it that
will receive traps from Message Manager using the Microsoft Management Console
application. All SNMP managers must be added through the Windows SNMP service.

After configuring the Windows SNMP service, you can then enable SNMP Service in
Message Manager through the Add button. Once added, be sure to click Save Changes.

Configuring Subscribers

Subscribers are explicitly defined individuals or entities that will receive notifications from
Message Manager. Subscribers are linked to a Service in Message Manager. Creating and
adding Subscribers is performed through the Subscribers tab in Message Manager
Configuration.

To add a Subscriber into Message Manager, perform the following steps.
1. From the Subscribers tab, click New. This will display a Subscriber Properties window.

2. Specify a Name for the subscriber (you'll use this name when adding subscribers to a
subscription list).

Subscriber Properties *

Subscrber Mame

Foreseer Usel

Ay ailability
[ Unavailable

Times

Time D aps

Mew... | | |

] | Cancel |

3. Configure the Subscriber’s Availability.
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1. You can mark a Subscriber as Unavailable for exceptional situations without
adjusting the current daily schedule. Any notification occurring when
Unavailable is checked will not be sent to the Subscriber.

2. To create a schedule, click New under the Times list box. Available Time
Properties window will open. Provide the subscribers availability information.
Subscribers will only be notified during the specific days and times specified.

3. Select a configured service from the Service drop-down menu.

4. If you have selected a configured SMTP service, type in the subscriber’s email

address.
5. Click OK.
Available Time Properties for =
Avvailability
Time
Thiz Subscriber iz available fram 12:00 Ak to 12:00 Ak
1 Dray]
Start Tirne: : IG A -
End Time: 2|0 = [aM ~]
Davz of the 'Week
[v Sunday v bonday v Tuesday
lv “Wednesday |v Thursday [+ Friday
[v Saturday

Service Information

Service: < Maone » ﬂ

OF. | Cancel |

Configuring Notification Lists

Notification Lists are used to group multiple subscribers into one or more distributions for
easier transmission of notifications. Notification Lists may contain one or several
subscribers. Subscribers can be members of multiple Notification Lists if desired. All
Notification Lists are configured under the Notification Lists tab of Message Manager
Configuration.
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Message Manager Configuration

Services | Subscribers  Metification Lists

Mame
Critical Alarms

Mew...

Sarting of Maotifications

The default action iz to zort notifications bazed on alarm prionties and states. This ensures that higher priorty alarms
are niotified first but the natification sequence may be different than the sequence the alarms ocourred.

[fit iz more important to have the notifications happen in the arder they occurred, check the following box to dizable
zarting of notifications.

[ Disable Sorting of Natifications

Debug Output Settings
You can gend statuz messages to the Windows Application Log for debug and roubleshooting purpozes. Check the
enable option to turk thiz feature on. You can alzo check to dizable debug output automatically after one hour,

[ Enable Status Dutput to *indows App Log [ Dizable Automatically &fter One Hour

Save Changes | Cancel Froperties. .. Refrezh Backup/Restore

To configure a Notification List, perform the following steps:

From the Notification Lists tab, then select New.
Provide a name for the Notification List and select Add.
Select all Subscribers who are to be included in the List and, with the desired personnel
highlighted, click OK to return to the Notification List Properties dialog box.
1. A person's place in the contact queue can be changed by highlighting their
Subscriber Name and then moving them Up or Down one position at a time.
2. You can delete individual entries simply by highlighting them and clicking
Remove.
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Motification List Properties

General | Advanced I

— Motification List Mame
ID‘iticaI Alams|
— Subscribers
Subscriber Mame | Time to wait before calling |
Add... Remowve. . Properties. .. | p | Dot |

ok | Cancel |

Subscribers

Select one or more subscribers and press O, when finished.

— Subsgcribers

Mame

Foreseer User

k. I Cancel |

Notification List Properties - Advanced Settings

The Notification List Properties Advanced Settings provide additional parameters for
controlling the Frequency of Calls, Delays, and Call Properties. Many of the properties
contained within this section were used in legacy revisions of Message Manager that
supported modems, pagers, and legacy forms of notifications.

While many of these parameters may not apply realistically to modern Message Manager
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services, the values are reviewed for the purpose of clarity.

Motification List Properties x

General Advanced

Frequency Of Calls
MNumber of times the list is called:

MNumber of times a failed call to a subscriber is retried: |3 _%l

Mumber of times list is recalled when all calls to 75 =
subscribers have failed:

Delays
Mo delay is set for this notification list.
Delay before recalling notification list. |0 _|:| Minute(s)
[ Use this delay the first time the list is called.
Call Properties

[v¥ Call entire list at least once.
[ Yield to other notification lists after each call.

Iv¥" Combine Subscribers that use the same service into a single call.

QK | Cancel

1. Enter the desired Frequency of Calls to specify the number of times the Notification List
will be called as well as how many times each individual on the List will be notified.

2. Specify Delays to determine how long after an alarm is reported before messaging is
initiated on the Notification List. Also designate whether this Delay is observed the first
time the List is called.

3. Enable the desired Call Properties to indicate whether to call the entire Notification List
regardless of whether a response is received, allow higher priority Lists to take call
precedence, and if listed personnel using the same Service should be notified with the
same notification call.

 The Vield to other notification lists after each call parameter was used for modem
and legacy pagers (numeric and alphanumeric). This parameter may offer no
useful capabilities in the context of modern Message Manager services. It is
recommended that you not enable this property.

4. Click OK to save the changes to the Notification List.
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Testing Notifications

Before configuring system alarms to use Message Manager, you can test the setup and
configuration locally within Message Manager Configuration. The Notifications tab
includes a Test Call button. By selecting any available Notification List configured within
the system, you can click Test Call to perform a test notification.

Sewices] Subscribers  Motification Lists ]

MName
Critical Alams

Mew. .. Properties... Remave... Copy Test Call

Sorting of Matifications

The default action iz ta ot natifications bazed an alarm priorities and states. Thiz enzures that higher priarty alarms
are notified firzt but the notification zequence may be different than the sequence the alarms occured.

It it iz more important to have the naotifications happen in the order they occunred, check. the following bowx to dizable
zorting of notifications.

| Dizable Sarting of Matifications

Drebug Output Settings —F

| *ou can zend statuz meszages to the Windows Application Log for debug and troubleshooting purposes. Check the

enable option ko turn thiz feature o, %ou can alzo check to dizable debug output automatically after one howr.

[ Enable Status Output bo ‘Windows App Log [ Dizable Automatically After One Haur

Save Changes Cancel Properties... R efrezh Backup/Restare

In the bottom pane of the Message Manager Configuration window, a section named
Debug Output Settings allow you to control logging of test and other notifications to the
Windows Application Log. These controls are helpful for verifying notification settings
prior to Message Manager connecting to a Foreseer server instance.
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e The Enable Status Output to Windows App Log checkbox can be used to
enable/disable logging of all status messages, including test calls, to the Windows
Application Log. You can use the Windows Error Viewer to view entries to this log.

e The Disable Automatically After One Hour checkbox can be used to automatically
disable logging to the Windows Application Log after one-hour. This checkbox helps
prevent against nuisance logging. It is strongly recommended that you keep this box
checked anytime you wish to enable status output. If you believe you have a situation
that warrants

To perform a test call:

1. Click to select the Notification List you wish to test.

2. Click Test Call.

3. Enter an appropriate message into one of the supplied fields. The supplied field will
vary based on the Service utilized by the Notification List.

g

Frovide the meszages that pou wizh to zend when the notification list iz called.

Mezsages

Alpha Meszsage:

|T hiz iz a test

Pricritie=s

Prirnary: | Mamal hd
Secondarny: | Mormal -

QK | Cancel

4. Click OK to initiate the Test Call. If you enabled status output options, you can view
information regarding the status of test calls, as well as other alarms and events that
have been handled by Message Manager.
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Configuring Foreseer Alarm Message
Management

The following section reviews Foreseer Alarms, and how-to setup existing devices and
their channels for integration into Message Manager. For an in-depth review on how to
configure channels for Alarming, please consult the Foreseer Server Guide (MN#152029EN).

Foreseer Alarms Overview

A Foreseer system has four types of channels: analog, digital, date/time, and text. Every
channel has both a value and a state associated with it. A channel's value depends on the
channel type:

e Analog - a floating point number

e Digital - true or false

e Date/time - a calendar date and time
e Text - atext string

A channel may be in one of eight states:
e No Data

e Disabled

e Disarmed

e Delayed

e (ritical

e Cautionary

e Acknowledged

e Normal

Alarm State Notifications

Of the five alarm states, four of them can trigger notifications:

Critical
Cautionary
Acknowledged
Normal

If notifications are enabled for a channel, a message will be sent when it enters into a
notifiable alarm state. The type of notification message sent depends entirely on how you
configure the channel's message settings.

A Normal state means that the channel is reporting data and, if alarms are enabled, that
the channel is not in an alarm state. A channel that does not have alarms enabled will
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always be in the Normal state as long as it has a value to report.

Accessing Channel Message Settings

Channel Message Settings is where a Notification List is assigned to a channel. Any channel
may have one and only one Notification List associated with it. If this channel enters a
notifiable state, the associated notification list will be processed.

Channel Message Settings can be accessed using Foreseer’s Device Configuration Utility,
found in the Foreseer folder in the Windows Start menu.

FileZilla FTP Client

Foreseer

Device Configuration

eer Server

2 Search Windows

() The Eaton Foreseer Server Service must be actively running in order to use the
Device Configuration utility. If you still actively commissioning Foreseer, you may
also access Channel Message settings from the Foreseer application.

To access Channel Message Settings from Device Configuration, select
Administration>Message Management>Setup...

Eaton DeviceConfig —
File ~Administration Configuration Help
- Lagin...

Logoff

Message Management » Setup...

Configure Required Cennections...
SNMP Properties...

Trusted Connections...

Unload Driver

Load Driver

Refresh Tree F5
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Working with Channel Message Settings

The Channel Message Settings window provides a complete list of all devices and channels
contained within the Foreseer EPMS system.

Each column in the dialog is sortable, meaning that you can left-click any heading to sort
data in an ascending or descending manner. If your system contains multiple remote

se

rvers, an additional column will appear containing the server name location for each

device and channel.

B | Channel Message Settings O *
Server Device Marne Diefault Matify List  Motify List Critical — Motify List Caution Mot ™
Fareseer Syzterm Channels Active Client Connections
Foreseer System Channels Configuration Backup
Fareseer Syzterm Channels Dizk Free Space
Foreseer System Channels System Alarm
Fareseer Syzterm Channels Systerm Warning
Foreseer System Channels Server Configuration Mode
Farezeer Syzterm Channels M ajor Server Version
Foreseer System Channels Miriar Server Werzion
Farezeer Syzterm Channels Databaze Status
Foreseer System Channels Databasze Archiving
Farezeer Syzterm Channels Database Backup
Foreseer Syztem Channels Archive Elapsed Time
Farezeer Syzterm Channels Digital Transition Rate
Foreseer Syztem Channels Meszage Manager Local
Farezeer Syzterm Channels Mezzage Manager Remate
Foreseer H-aT5-14 5_Dewvice Communications
Farezeer H-ATS-14 S_ATS Mechanical Failure
Foreseer H-aT5-14 5_Load Test |z Active
Foreseer H-ATS-14 S Srcl Available 7
< >

E dit

E

diting Channel Message Settings

To edit a channel, click to highlight the channel. Then, right-click and select Edit from the
context menu.

Channel Message Settings

Marne

Device
CIT Arden 2290 Wie

Default Matify List  Moify List

5_Device Communications

CIT Arden : J M_*oltage Phasze A-B

CIT Arden 2290 wye M_*altage Phase B-C Edit
CIT Arden 2290 Wie M_*oltage Phasze C-A

CIT Arden 2290 Wye M_Voltage Phase L-L Avg

CIT Arden 2290 Wie M_*oltage Phasze AN

CIT Aedewn 272000 kA viAlb s Dlenn O B

You can also edit multiple channels by multi-selecting by holding Shift of Ctrl/ on your
keyboard to initially select channels, then right-click and select Edit from the context
menu.
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B | Channel Message Settings O x

Server Device M arne Diefault Maotify List  Motify List Critical — Motify List Caution Matip ™
Foreseer Systemn Channels Active Client Connections

Foreseer Syztem Channels Configuration Backup

Foreseer Systemn Channels Digk, Free Space

Fareseer Syzterm Channels Swsterm Alarm

Foreseer Systemn Channels Systemn 'warning

Fareseer anrels Datab atus

Fareseer Syzterm Channels Database Archiving

Foreseer System Channels Database Backup

Fareseer Syzterm Channels Archive Elapzed Time

Foreseer System Channels Diigital Tranzition Rate

Fareseer Syzterm Channels Message Manager Local

Foreseer System Channels Mezzage Manager Remote

Fareseer H-8T5-14 S_Device Communications

Foreseer H-ATS-14 S_ATS Mechanical Failure

Fareseer H-8T5-14 S_Load Test |z Active

Faoreseer H-aT5-14 5 Sl Available 7
< >

When you edit a channel, you have the option of assigning a notification list to any (or all
of) the four notifiable states: Critical, Caution, Acknowledged, and Normal. In addition to
these alarm states, an SNMP tab is provided if you intend to send a Trap to an SNMP
device such as a Network Management System that supports Traps.
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Channel Message Settings by

Default  Crtical  Caution Acknowledge Nomal SMMP
Motification List
Critical Alarms
] Always notify regardless of client connections.

<

Show List...

Mumeric Message
Enter the numeric message:

Alpha Message
llze Standard Message v

Server Name Device Name Channel Name

[]..Include thiz mezzage |

Include the alarm message.
Edit the Custom Message
Command Line Message
Edit the Command Line

Copy these settings to other dialog tabs
Copy Settings to Momal Copy Settings to Cautionary

Copy Settings to Acknowledge Copy Settings to Critical

Cancel

Although a channel may enter any of the states above, you have the option of which ones
to use to notify on. For each of the states, you may select any Notification List previously
configured in Message Manager Configuration.

© If you have added Notification Lists to Message Manager Configuration after
launching Device Configuration, those newly added lists may not appear. Simply
close the Device Configuration utility and re-launch to obtain any newly added
lists.

Once a notification list has been selected for a state, you also have the option of
configuring the details of the notification message that is sent. If you use the Use Standard
Message option, you may include or omit the server name, the device name, the channel
name, a configurable message, and even the alarm message.
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Channel Message Settings by

Default  Crtical  Caution Acknowledge Nomal SMMP
Motification List
Critical Alarms
Always notify regardless of client connections.

Show List...

<

Mumeric Message
Enter the numeric message:

Alpha Message
llze Standard Message v

Server Name Device Name Channel Mame
...Include this message |L—L Voltage Exceeds Intemal 5tandards||

Include the alarm message.

Edit the Custom Message

Command Line Message

Edit the Command Line

Copy these settings to other dialog tabs
Copy Settings to Momal Copy Settings to Cautionary

Copy Settings to Acknowledge Copy Settings to Critical

Cancel

If you use email to send information as a text message to mobile phone recipients, you
may opt to leverage the Use Custom Message option to enter your own customized
message. Once selected, click the Edit Custom Message button to open the message

editor.
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Default  Crtical  Caution Acknowledge Nomal SMMP

[ Motification List [
i Critical Alarms Show List...
| Always notify regardless of client connections. |

<

Mumeric Message
Enter the numeric message:

Alpha Message

Llze Custom Message v

Server Mame Device Mame Channel Mame

..Include this message

Include the alam message.

Edit the Custom Message

Command Line Message

Edit the Command Line

Copy these settings to other dialog tabs

Copy Settings to Momal

Copy Settings to Acknowledge

Copy Settings to Cautionary

Copy Settings to Critical

OK

Cancel

The top editor provides a place to enter custom text. On the bottom of the Edit Custom
Message editor is a drop-down that contains several variables that can be placed inside of
your custom message.
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Edit Custormn Message x

FCHAMMEL_MAMES from $0EWICE_MAMEF requires critical attention.

Select an entry from the following ligt to insert itz walue at the current curzor position in the edit box abowve,

$DEVICE_MAMES - Insert the Device Mame W

$SERVER MAMES - Inzert the Server Mame
$OEVICE MAMEZ - Inzert the Device Mame

FCHAMMEL_MAMES - Inzert the Channel Mame
$ALARM_MSGE - Inzert the Alarm Meszage

$DATES - Inzert the cument Date

$TIMES - Inzert the current Time

$ACKD_BY$ - Inzert name of uger who acknowledged the alarm
$CHAMMEL WALUES - Inzert the current channel walue
FCHANMEL_UMITSS - Ingert the channel's units

$ALARM WALUES - Inzert the channel's value at the time of the alarm
FALARKM_STATES - Inzert the current state of the alarm
FALARK_PRIORITYS - Inzert the channel's alarm pririty
$ACKE_MOTES - Inzert the acknowledgement naote

Default Notification

When a channel that has Default Notification enabled enters a notifiable state, the
containing device is checked. If it has been setup for Default Notification, then its
notification lists will be used. If not, then the containing server is checked. If the server has
been setup for Default Notification, then its lists will be used. Last, the All Servers list will
be checked and used if enabled. Each channel still has the option of not using notification,
of using notification that is unique for that channel or using Default Notification.

If all channels that enter a notifiable state will use the same notification list, assign it at the
All Servers level. If a different list will be used for different servers (i.e., the server in
Denver will notify the people in Denver), assign it at the server level. If all UPSs will notify
the same group of people, assign the lists at the device level to all of the UPS devices. If
you want a combination such as:

e the Denver server will notify people in Denver
e the Atlanta server will notify people in Atlanta
e the NOC people will be notified in either case

...then create separate lists for Denver and Atlanta that both include the NOC people and
assign them at the server level - the Denver list to the Denver server and the Atlanta list to
the Atlanta server.

A Default Notification object is considered to be set up if any state has a notification list

assigned or an SNMP Trap enabled. If Default Notification is enabled, the Default
Notification list being used will be in the column named Default Notify List. A Default
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Notification Object (DNO) is identified by either <*All Servers>, <ServerName>, or
<ServerName><DeviceName>.

When a new device is installed, select the channels that will notify (must have alarms
enabled), and either assign the Notification Lists (and their messages) to be used for each
channel or select Use Default Notify List from the Default tab. When Default Notification is
enabled, the DNO that will be used shows in the Default Notify List column.

The Default Notify List column updates automatically as the lists are changed. If the DNO
that will be used is the new device, and it hasn't been set up yet, then either <*All Servers>
or <ServerName> will show in the column. If the device DNO is then set up, when you exit
the DNO setup, the column for each of its channels will update automatically to now show
<ServerName><New DeviceName>. The Notify lists and SNMP Traps that were set up in
the DNO will show in the channel's columns, as if it had been set up. Any change in the
DNO will always update the channels using it, as soon as OK has been selected for the
DNO edit. When Use Default Lists is checked, the remaining state level tabs and the SNMP
tab will disappear.

If a channel that had been using Default Notify is edited and Use Default Lists has been
unchecked, the state level tabs will be made visible and will be set to the lists and/or traps
that the DNO had been using.

To navigate the list of all channels, any column header can be checked to sort the list by
that column.

Message Manager Backup

Backing Up and Restoring Message Manager
Settings

After you've successfully configured the Message Manager, it's a good practice to back up
the settings.
To save the settings:

1. From the Message Manager Configuration, click Backup/Restore.

2. Either accept the default location for the backup file or click the browse button to select
a folder. The default location will be the path where you installed Message Manager.
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Message Manager-Backup/Restore et

Backup/Restore Details

Backup,Restore Location | E:'Eaton CorporationMsgMan’

Backup Exit |

3. Click Backup. A message box will confirm that the settings file was successfully
written.

An additional way to copy the current Message Manager setup is to copy the Data folder
located within your Message Manager installation - typically C:\Eaton
Corporation\MsgMan.

This folder contains a copy of the MessageManager.mxmfile. The contents of this file
include configuration data such as configured services, subscribers, and notification lists.

If you are setting up a redundant Message Manager, you can copy the .mxm file to the
remote system to quickly setup and configure Message Manager.

& The contents of the MessageManager.mxm file should not be modified
independently of Message Manager.

Configure Required Connections

Required Connection Settings is an optional configuration used to associate remote
servers (such as Secondary Redundant systems) with a Primary when a Redundant
architecture is implemented. This feature is designed to eliminate the possibility of two
separate Message Manager installations from sending duplicate alarms in parallel.

If any one of the listed servers becomes disconnected from the main server, the Message
Management option begins its messaging routine to alert personnel of alarms.

To configure required connections:

1. From Device Configuration, selectAdministration>Message Management> Configure
Required Connections.
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Required Connection Settings et

Required Connections

E nter the addreszes of required connections. *When all of the required
gystems are connected, alarm notification meszages will not be zent by
the Meszzage Manager zervice.

Address

Add... Femove. .. Edit...

Startup Delay

Enter the the time in minutes that the server will delay before processing
required connections. This delay will occur when the server starts up
and when leaving configuration mode, Thiz delay allows systems time to
cannect of reconneck.

kdinLite(z]
Cancel

2. Click on the Add... button to access the Enter Client IP Address dialog box.

3. Furnish the IP Address or Computer Name. By IP Address is used for network
connections to a fixed Server. The default of 127.0.0.1 is reserved for Foreseer Servers
installed on the same machine. Realistically, you would enter the IP address of a
remote Foreseer server.

Client Address *

(®) By IP Address:

|19z 158 100 10

{3 By Computer M ame:

Corcel

4.
5. Check the box preceding the Address to enable Server access by that connection.
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Required Connection Settings et

Required Connections

E nter the addreszes of required connections. *When all of the required
gystems are connected, alarm notification meszages will not be zent by
the Meszzage Manager zervice.

Address

1321581010

Add... Remove... Edit...

Startup Delay

Enter the the time in minutes that the server will delay before processing
required connections. This delay will occur when the server starts up
and when leaving configuration mode, Thiz delay allows systems time to
cannect of reconneck.

kdinLite(z]
Cancel

Specify the Startup Delay in which the Server will ignore any Remote Servers or Clients
that become disconnected before initiating messaging. This Delay is in effect whenever
the Server is initialized or when modifications are made.

Repeat Items 1 through 5 to add additional remote servers to the list.

Click OK to accept the displayed Required Connection Settings and return to normal
operation.
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GOVERN THE STATUS OF THIS DOCUMENT.
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information is required, an Eaton sales office should be consulted. Sale of the product shown in this
literature is subject to the terms and conditions outlined in appropriate Eaton selling policies or other
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THERE ARE NO UNDERSTANDINGS, AGREEMENTS, WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING
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