
What is remote monitoring for UPS?  
An uninterruptible power supply (UPS) is ready 24/7, 365 days a year to secure the supply of high-quality electrical power  
to your critical load. 

Such a critical and complex system requires regular maintenance to avoid unexpected downtime. Helping to minimize  
the risk of outages, remote monitoring is like having a virtual Eaton specialist on site. 

Eaton Cyber Secured Monitoring is a cloud-based service designed to predict the failure of power components.  
And with the addition of  analytics, it shifts power monitoring from a reactive to a proactive model.

What are the benefits of remote monitoring in a UPS system? 
The main benefits include: 

•	 24/7 expert remote monitoring of Eaton 1 phase and 3 phase UPS devices. 

•	 Integration with Eaton field service technicians, technical support, and monitoring analysts. 

•	 Real-time, on-the-go visibility with mobile and browser display of alarms and trends. 

•	 24/7 notification, call, and dispatch on critical alarms. 

•	 Remote diagnostics for faster on-site repairs and validation of warranty claims.  

•	 High temperature critical alarms. 

•	 Lost communication alerts. 

•	 Intuitive monthly and on-demand summary reports. 

Remote monitoring also enables: 

•	 Time saving – 24/7 specialist system monitoring with the capability to remotely diagnose any issue,  
and to assess whether the issue can be fixed remotely or requires on-site assistance. 

•	 End to end communication and data protection Even a tentative cyber-attack can impact the voltages  
and current values of a UPS system. By identifying whether your system has been exposed to an attack,  
our team of experts can help prevent any damage. 

•	 Optimization of the installation budget by showing all required interventions over a 12-month term.
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How does Eaton Cyber Secured Monitoring guarantees the cybersecurity  
of your devices?
Eaton Cyber Secured Monitoring uses Industrial Gateway and Gigabit Network connectivity cards, the first to receive UL 2900-1  
and IEC 62443-4-2 certifications, based on strong security criteria including encryption algorithms. The chosen IoT platform  
has been a market leader in Europe for over 20 years and is yearly audited for the IEC certification.  

Security is further guaranteed by:

•	 Ensuring the device cannot be accessed externally.  

•	 Natively implemented MQTT means broker-based attacks are not possible.  
Our partner is rated A+ for its encryption capability. 

•	 NO SQL database means that changes can’t be made using query language  
while database access is decoupled and wrapped through own APIs. 

•	 The web app firewall represents additional protection for the cloud application. 

•	 The company is often independently audited and regularly runs penetration tests. 

What protocols does it use? 
•	 MQTT over Transport Layer Security (TLS) is a cryptographic protocol that allows secured and encrypted communication 

between a UPS and cloud server at the transport layer. On top of the transport layer encryption provided, TLS also ensures  
data confidentiality. All cloud code runs inside a secure Virtual Private Cloud, which cannot be accessed by third parties. 

•	 Communication with the internet, via the application’s Cockpit and Dashboard, runs on HTTPS.



Eaton is a registered trademark.

All other trademarks are property  
of their respective owners.

Eaton
EMEA Headquarters
Route de la Longeraie 7
1110 Morges, Switzerland
eaton.com

© 2021 Eaton
All Rights Reserved
Publication No. SA161025EN
October 2021

Changes to the products, to the information contained in this  
document, and to prices are reserved; so are errors and omissions. 
Only order confirmations and technical documentation by Eaton is 
binding. Photos and pictures also do not warrant a specific layout or 
functionality. Their use in whatever form is subject to prior approval  
by Eaton. The same applies to Trademarks (especially Eaton, Moeller, 
and Cutler-Hammer). The Terms and Conditions of Eaton apply, as  
referenced on Eaton Internet pages and Eaton order confirmations.

Follow us on social media to get the  
latest product and support information.

What is a secure-by-design approach?
Eaton’s corporate strategy outlines a secure development lifecycle that includes guidelines and 
deliverables for guaranteed safety and security during the development of Eaton products. 

For example, at a very early stage, a product’s data flow is analyzed to identify any criticality. 
Any sensitive and personal data that can be identified through this process is checked to ensure 
compliance with the latest data protection regulations, such as GDPR. This process enables Eaton 
to identify security requirements for all products with in-built intelligence. Security requirements 
are identified based on a wide different range of industry standards. Collated into a single internal 
document , these requirements provide a uniform approach to product development that is compliant 
with multiple security standards and can therefore be sold in any part of the world. 
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Did Eaton apply the secure-by-design approach to its  
Cyber Secured Monitoring? 
The secure-by-design approach was used throughout the development of the entire solution. Run manually rather than by automated 
scanning, the security assessment found that it was not possible for any sensitive or personal data to be regularly transmitted.


