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Power Xpert meter mobile quick start guide

1. Minimum requirements

The web interface for Power Xpert Meters is compatible for use with
tablets. The table below lists the minimum supported requirements
for each.

Table 1. Minimum supported requirements.

2. Getting started with iOS devices

Your iOS mobile device must be configured to trust any meter that
you wish to access with the following steps.

Begin by changing the device's settings for Safari browser. The
required settings are shown in Figure 1.

Minimum Minimum Minimum Minimum
meter mobile device mobile device mobile device
firmware resolution screen size operating
requirement system
PXM 13.4.0.0
4000/6000/8000
PXMP 30 102457 7in. i0S 9.1
024x768 (1778mm)  Android 6.0
PXM 2000 218
PXBCM 1.0.0
iPad = 8:47 AM @ 97% mm
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Figure 1. Safari browser required settings.
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Use Safari to navigate to the IP address of your meter. You must
use Safari to complete this step for the first time you access each
meter. The first time you visit each meter, you will get the pop-up
shown in Figure 2. Select continue, as shown in Figure 2.

Cannot Verify Server Identity

The identity of “10.130.14.158" cannot
be verified by Safari. Review the
certificate details to continue.

Cancel

Details

Continue

Figure 2. Safari pop-up for first meter visit.

When the page loads, the “Log In” button will be greyed out. To
enable the button, select the “Install SSL Certificate” link in the cen-
ter of the black bar at the bottom of the screen.

8:45 AM
a 10.130.14.158

Power Xpert Meter

Username

username

Password

password

Figure 3. The grayed out “Log In” and “Install SSL Certificate”
buttons.
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This will bring up the meter’s “ca.html” page as shown in Figure 4.
Select the link “Root CA Certificate” to install the SSL certificate to
the device's root CA certificate directory.

@ 97% mmw

M+

iPad = 8:45 AM

< m & 10.130.14.158 4
Root CA Installation

To trust SSL certificates created by this device, you must add the device as a trusted root CA. Use the link
below and follow the instructions in the user manual to install the device's root CA certificate.

In many browsers (Internet Explorer 7 or above, Mozilla / Firefox, and Opera are known to work), you
can simply click the link below to begin installation.

Root CA Certificate

Figure 4. The Root CA link on the Root CA Installation page.

The iOS device will begin installation of the certificate. Accept the
prompts, as shown in Figures 5 through 7.

Install

Install Profile

PowerXpert-00-D0O-AF-07-C4-7C

Signed by PowerXpert-00-D0-AF-07-C4-7C
Not Verified

Contains Certificate

More Details

Figure 5. Install profile prompt.

Install Profile

Cancel Install

Figure 6. Warning prompt.
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Profile Installed

% PowerXpert-00-D0-AF-07-C4-7C

Signed by PowerXpert-00-D0-AF-07-C4-7C
Verified v/

Contains Certificate

More Details

Figure 7. Profile Installed prompt.

Once the installation has been successfully completed, navigate to
the meter’s IP address from any browser.

For any subsequent visits to this meter, accessing the IP address
will take you to a screen similar to the one shown in Figure 8. The
Log In button should be active, as shown. Proceed by logging in to
the meter as normal.

8:44 AM
a 10.130.14.158 ©

Power Xpert V2.5 Power Xpert

Power Xpert Meter PXM8000

Username

username

Password

password

Install SSL Certificate

Figure 8. The iOS “Log In” screen.

Your iOS device must be configured to trust any meter that you wish
to access by repeating the same steps.
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3. Getting started with Android devices

Begin by navigating to your meter’s IP address with Chrome. The
browser will prompt you with the page shown in Figure 9. Select
Advanced. Then proceed to the IP address.

_

‘ B hips://10.130.14.158

Your connection is not private

Attackers might be trying to steal your information from 10.130.14.158 (for example,
MG

passwords, messages, or credit cards). NET:ERR_CERT_AUTHC

D Automatically report details of possible security incidents to Google. Privacy policy

Back to safety

Figure 9. The “Advanced” selection on the “Your connection is
not private” page.

_

B hps://10.130.14.158

Your connection is not private

Advanced

Attackers might be trying to steal your information from 10.130.14.158 (for example,

passwords, messages, or credit cards). NET:ERR_CER

D Automatically report details of possible security incidents to Google. Privacy policy

Hide advanced| Back to safety
]

This server could not prove that it is 10.130.14.158; its security certificate is not trusted
by your device's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed t0 10.130.14.158 (unsafe)

Figure 10. The “Proceed to (IP address) (unsafe)” selection on
the “Your connection is not private” page after “Advanced” has
been selected.
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The red X over the lock icon in the address bar shows that the
mobile device has not been set to trust this meter. To set this meter
as a trusted address and disable future security prompts, select the
Install SSL Certificate link in the center of the black bar at the bot-
tom of the screen shown in Figure 11.

) hips://10.130.14.158/html5/#/login

Power Xpert Meter PXM8000

Username

username

Password

password

Install SSL Certificate

@)

Figure 11. “Install SSL Certificate” link.

This will bring up the meter’s ca.html page as seen in Figure 12.

Select the link “Root CA Certificate” to install the SSL certificate to
the device's root CA certificate directory.
AW © % 15

[ Power Xpert V3.0 X 7 [ Eaton Power Xpert Meter X

D
C B htips//10.130.14.158/ca.himl * ¢

Root CA Installation

To trust SSL certificates created by this device, you must add the device as a trusted root CA. Use the link
below and follow the instructions in the user manual to install the device's root CA certificate.

In many browsers (Internet Explorer 7 or above, Mozilla / Firefox, and Opera are known to work), you

can simi li click the link below to begin installation.

Figure 12. “Root CA Certificate” link.
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The Android device will begin installation of the certificate. In the
prompt shown, enter a name and select OK.

To prevent unauthorized changes to your device, the Android

device will prompt for the creation of a screen lock (PIN, Pattern, or
Password), if one does not currently exist. This can be disabled after
the certificate has been successfully installed.

Name the certificate

Certificate name:
Eaton|

Credential use:
VPN and apps

The package contains:

one CA certificate

CANCEL OK

Figure 13. “Name the Certificate” screen.

=

[') Power Xpert V3.0 X

[ Eaton Power Xpert Meter X

C [ htips//10.130.14.158/ca.himl * &

Root CA Installation

To trust SSL certificates created by this device, you must add the device as a trusted root CA. Use the link
below and follow the instructions in the user manual to install the device's root CA certificate.

In many browsers (Internet Explorer 7 or above, Mozilla / Firefox, and Opera are known to work), you
can simply click the link below to begin installation.

Root CA Certificate

Eaton is installe

Figure 14. “Root CA Installation” screen showing the certificate
installed.

Once the installation has been successfully completed, navigate to
the meter’s IP address from any browser.

For any subsequent visits to this meter, accessing the IP address
will take you to a screen similar to the screen shown in Figure
15. The lock icon in the address bar should be green, as shown.
Proceed by logging in to the meter as normal.
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B https://10.130.14.158/htmI5/#/login

Power Xpert Meter PXM8000

Username

username

Password

password

Install SSL Certificate

(@)

Figure 15. The Android “Log In” screen.

Your Android device must be configured to trust any meter that you
wish to access by repeating the same steps.
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This Instruction Booklet is published solely for information purposes
and should not be considered all-inclusive. If further information is
required, you should consult an authorized Eaton sales representa-
tive.

The sale of the product shown in this literature is subject to the
terms and conditions outlined in appropriate Eaton selling policies
or other contractual agreement between the parties. This literature
is not intended to and does not enlarge or add to any such contract.
The sole source governing the rights and remedies of any purchaser
of this equipment is the contract between the purchaser and Eaton.

NO WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING
WARRANTIES OF FITNESS FOR A PARTICULAR PURPOSE OR
MERCHANTABILITY, OR WARRANTIES ARISING FROM COURSE
OF DEALING OR USAGE OF TRADE, ARE MADE REGARDING
THE INFORMATION, RECOMMENDATIONS, AND DESCRIPTIONS
CONTAINED HEREIN.

In no event will Eaton be responsible to the purchaser or user in
contract, in tort (including negligence), strict liability or otherwise
for any special, indirect, incidental or consequential damage or loss
whatsoever, including but not limited to damage or loss of use of
equipment, plant or power system, cost of capital, loss of power,
additional expenses in the use of existing power facilities, or claims
against the purchaser or user by its customers resulting from the
use of the information, recommendations and description contained
herein.

Eaton
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United States
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