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1 Introduction
The present document summarizes procedures to modify level of privilege used to run Eaton Intelligent Power Manager
on Microsoft Windows operating systems.

By default, as many other services, IPM is installed as local administrator (LOCAL\Administrators account, LOCAL has to
be replaced by the name of the machine). This user is the owner of the directory where IPM is installed and of all of its

files.

Please note that, for confidentiality reasons, some files, including the database, are protected from users access. Their
permissions explicitly prevent LOCAL\Users to have any access, read-access included.

By default, the two IPM services (Eaton Intelligent Power Manager & Eaton EMC4J) are started as local system
(LOCAL\SYSTEM). This level of privilege is quite high and make IPM able to access to many privilege files and execute
actions like scripts with many high level privilege.

The present document aims to describe how an end-user can tune privileges used to run Eaton Intelligent Power

Manager.
For more advanced Windows configuration, please refer to your IT department.
This document assumes Eaton Intelligent Power Manager is correctly installed and running.

This document assumes all licenses conditions are met and approved for all software.

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.
© 2018 Eaton
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2 Make IPM running with a specific user

The easiest, and only described, method to run Eaton Intelligent Power Manager with lower privileges is to make it

May 22nd, 2018

running with a specific user account. This account can be tune as the end-user want. This section will present how to

create such account with low privileges.

2.1 Creating a new user
This section explains how to create a new local user. This user will be used to run Eaton Intelligent Power Manager.

1. Inthe “Computer Management” center, go to the “Local Users and Groups/Users” section and create a new

user.

Set the new user’s properties like a comprehensive name, full name and description. Set it a strong password

and set options as follow:

Mew User

User name: ||P|""|

Full name: |Ea‘ton IPM service

Description: |Ea‘ton IPM service

Password: |.........

Confirm password: |"""o"

User cannot change password
Password never expires
[ Account is disabled

Help

User must change password at next logon

Create Cloze

As it is not a human user, no need to change the password at next logon, it cannot change the password, and

the password should not expires.

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton

without prior permission.
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> (8 Perfermance
5 Device Manager
~ 23 Storage
{24 Disk Management
~ Ty Services and Applications
i Services

&5 WMI Control

& Computer Management - O
File Action View Help
e nHXEE B
& Computer Management (Loca| | Name Full Name Description Actions
~ [} system Teols 5 Administrator Built-in account for administering.. s
4 %?“?\‘[’“ME’ #| DefaultAcco.. A user sccount managed by the s... Mot Aciions
o S;::mg:;“ &, Guest Built-in account for guest access t...
- ; Local Users and Groues|| TFRAR) Eaton IPM service Eaton IPM service 1P
~1 Users P i sMSNomed.. SMSNomadP2Pa: SMSNomadP2P Cache share acco.. [r—
[ Groups

2.2 Adding user permissions to IPM files

This section describes how to add permission rules to IPM files and directories for a user.

1. With the file explorer, go to the directory where IPM is installed, typically in

“C:\Program Files(x86)\Eaton\IntelligentPowerManager”.

| B = | Eaton
Home Share View

7 Quick access hlare

[ Desktop »*
{ Downloads -
@ Documents b4
[& Pictures -
@ OneDrive

3= This PC

|? Network

Jitems  1item selected

IntelligentPowerManager

&« S <« 0SDisk (C:) » Program Files (x86) » Eaton v | O Search Eaton

Date modified Type

4/26/2018 11:51 AM  File folder

May 22nd, 2018
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2. Open the folder properties dialog box by right-click on it and select “Properties” on the context menu, and go to
the “Security” tab. You can see local administrators and users have some rights on it.

IntelligentPowerManager Properties x

General Sharng Security  Previous Versions Customize
Object name:  C:\Program Files {x8&)\Eaton®Inteligert PowerMan:

QI'DLID Or User names:

SR Administrators | “Administrators) ~
Y Users (I | /=<r=)

SR Trustedinstaller

< >

To change permissions, click Edit. G Edit

Pemissions for Users Alow Deny

Full control N
Modify

Read & execute

List folder contents

Read

Write L

For special permissions or advanced settings,

click Advanced. Advanced

Cancel Aoply

3. Open the “Advanced Security Settings” dialog box by clicking on the “Advanced” button. You can see a detailed
list of access rights to the directory and its owner.

Advanced Security Settings for IntelligentPowerManager O *
Narne: C\Program Files (x88)\Eaton\IntelligentPowerManager

Qwner: Administrators ( \Administrators) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from Applies to
B Allow  Trustedinstaller Full control C\Program Files (x86)\  This folder and subfolders
8L Allow  SYSTEM Full control C\Program Files (x86)\  This folder, subfolders and files
SR Allow  Administrators w Full control C\Program Files (x86)\  This folder, subfolders and files
B Allow  Users ( sUs.. Read & execute C\Program Files (x86)\  This folder, subfolders and files
HR Allow  CREATOR OWMER Full control C\Pregram Files (x36)\ Subfelders and files only
Allow  ALL APPLICATION PACKAGES Read & execute C\Program Files (x86)\  This folder, subfolders and files
Add Remove View

Disable inheritance

[1Replace all child object permission entries with inheritable permission entries from this object

Cancel Apply
4. We will add permissions for a user by clicking on the “Add” button. The following dialog box appears. You can
select the new user by clicking on the “Select a principal” link. This user should be the one created by the

previous section.

Choose:

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.
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e the type of permission “Type” (“Allow” is required)

e the level of application “Applies to” (“This folder, subfolders and files” is required)

e and the details of permissions “Basic permissions” (“Full control”, implying “Modify”, “Read & execute”,
“List folder contents”, “Read” and “Write”)

Permission Entry for IntelligentPowerManager m] s
Principal:  Eaton IPM service \IPM)  Select a principal
Type: Allow ~
Applies to: | This folder, subfolders and files ~

Basic permissions:
Full control
Modify
Read & execute
List folder contents
Read
[ Write

Special permissions

[J Only apply these permissions to objects and/or containers within this container Clear all

Add a condition to limit access. The principal will be granted the specified permissions enly if conditions are met.

Add a condition

Cancel

5. Then apply these permissions by pressing “Ok”.

2.3 Remove user restrictions
By default, the IPM database is created with an explicit Access Control List (ACL) rule to prevent simple users (members
of LOCAL/Users group) to read this file. This section will describe how to allow a user to be able to access to this file.

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.
© 2018 Eaton
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1. With the file explorer, go to the file location, typically “C:\Program Files
(x86)\Eaton\IntelligentPowerManager\db”.
M []l=1db - O X

Home Share View o

<« v 1t « Eaton > IntelligentPowerManager > db v O Search db P

# Quick access Name Date modified Type Size

[l Desktop
4 Downloads

] mc2.db 4/26/2018 11:59 AM  Data Base File 1,48

|z] Documents

L

[&=] Pictures
& OneDrive
3 This PC

¥ Network

3items  1item selected =]

2. Open the “Property” dialog box for the file db/mc2.db then go to the “Security” tab.

mc2.db Properties X
General Securty Details Previous Versions

Object name:  C:\Program Files {x86)\Eaton\IntelligentPowerMan:
o You must have Read pemissions to view the properties of this

Click Advanced to continue.

For special pemissions or advanced settings. arl ced
click Advanced. £y

OK Cancel Aoply

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.
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3. Open the “Advanced Security Settings” dialog box by clicking on “Advanced” button.

Advanced Security Settings for mc2.db [m] X
Name: C:\Prog Files (x86)\Eat i P M db\mc2.db
Owner: Administrators ( . \Administrators) Change

Permissions Auditing Effective Access

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type Principal Access Inherited from
Users (MRS \ Users) Full control

& Allow  Eaton IPM service (I , A\IPM)  Full control C:\Prog Files (x86)\E: ig
82 Allow  SYSTEM Full control C:\Program Files (x86)\
82 Allow  Administrators ( Admin... Full control C:\Program Files (x86)\
82 Allow  Users ( ¢ \Users) Read & execute C:\Program Files (x86)\
Allow  ALL APPLICATION PACKAGES Read & execute C:\Program Files (x86)\

Add Remove Edit

Disable inheritance

Cancel Apply

4. |If the permission entry list is not displayed and a message “You must have Read permissions to view the
properties of the object.” Is displayed instead, click on the “Continue” security button.

Advanced Security Settings for mc2.db a X

Name: C:\Program Files (x86)\Eaton\IntelligentPowerManager\db\mc2.db

Owner: Unable to display current owner. &) Change
Permissions Auditing Effective Access

oYou must have Read permissions to view the properties of this object.

Click Continue to attempt the

Qchtinue

with

Cancel Apply

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.
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5. You have to manually and explicitly disable the permission inheritance by clicking on the “Disable inheritance”
button. All the permission entries should not inherit anymore from anything, like below:

Advanced Security Settings for mc2.db

Name: C:\Program Files (x86)\Eaton\IntelligentPowerManager\db\mc2.db

Owner: Administrators (

Permissions Auditing

For additional information, double-click a permission entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

\Administrators) Change

Effective Access

[m] X

Type Principal

X1 Deny
& Allow
52 Allow  SYSTEM

82 Allow  Administrators (.

82 Allow  Users ( \Users)
ALL APPLICATION PACKAGES

Eaton IPM service (

@ Allow

Access Inherited from

Full control
Full control None
Full control None

\IPM)
\Admin... Full control None
Read & execute None
Read & execute None

s

Enable inheritance

Cancel Apply

6. Remove the “Deny “entry associated to the principal “Users” by selecting it and clicking on the “Remove”
button. It shall not appear in the list anymore.

2.4 Test effective access permissions
In order to verify the permission configuration, this section test the permissions effective for a given user. Typically you

should verify if a user account, and especially the user account created in 2.1, will effectively have permissions to access

to files like the database.

s N e

group ) in the dedicated dialog box.
6. Display effective access details by clicking on “View Effective access” button. Effective access shall have all green
marks to be fully accessible and shall have all red marks to be fully inaccessible.

Open the the “Property” dialog box for the tested file (db/mc2.db for example) then switch to its “Security” tab.
Open the “Advanced Security Settings” dialog box by clicking on “Advanced” button.

Enable reading permissions by clicking on “Continue” security button, if needed.

Switch to the “Effective Access” tab.

Choose a user (or a group) to test permissions by clicking on the “Select a user” link and selecting a user (or a

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
without prior permission.

2018 Eaton
Page 10



E.T-N

The db\mc2.db shall be completely accessible to the user running IPM and shall not be accessible to simple users.

Eaton Intelligent
Power® Manager

Powering Business Worldwide

IPM Service Privilege Customizing

Advanced Security Settings for mc2.db o
Name: C:\Program Files (x86)\Eaton\Intelli P Manager\db\mc2.db
Owner: Administrators ( \Administrators) Change

Permissions Auditing Effective Access

Effective Access allows you to view the effective permissions for a user, group, or device account. If the account is a member of a
domain, you can also evaluate the impact of potential additions to the security token for the account. When you evaluate the impact
of adding a group, any group that the intended group is a member of must be added separately.

User/ Group: Eaton IPM service ( \IPM) Select a user

Include group membership Click Add items v Add items
Device: Select a device

Include group membership Click Add items Add items

Include a user claim

Include a device claim

View effective access

Effective access Permission Access limited by

Full control

Traverse folder / execute file
List folder / read data

Read attributes

Read extended attributes

ISCNC NSNS

Crmsba bilar Lanwibn daba

Cancel Apply

2.5 Setuser running IPM services
This section present how to modify the user running IPM services.

1.

May 22nd, 2018

Open “Computer Management” application and select “Services” section. Two Eaton services shall be available:

“Eaton Intelligent Power Manager” and “Eaton EMC4J”. The procedure shall be applied with the same

* Computer Management - m] X
File Action View Help
e @Bz HE » e nw
> (;omputet Management (Local | Name . Description  Status Startup Type  Log O1 || Actions
v {f} System Tools & o Services A
> (® Task Scheduler & n N
> [@] Event Viewer Q ) More Actions
> @il Shared Folders .,-: Eaton Intelli
X ntelligent Power Ma... &
v & Local Users and Groups :2 i
% Users & Eaton EMC4) EMC4) Eato... Manual Local ¢ More Actions
| Groups e Eaton Intelligent Power Ma... Eaton Intelli... Automatic :
> @ Performance Q i
&4 Device Manager Q i
v &3 Storage Q d
=9 Disk Management Q g
v ::?3 Services and Applications || ‘Gt '
/. Services S 3
@& WMI Control & ;
g 3
I Y
< >
< > |\ Extend; ‘)\Standard
properties to both

This document is confidential and proprietary to Eaton. Do not reproduce, distribute or otherwise communicate this document outside of Eaton
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2. Select and edit one the two services. Switch to the “Log On” tab.

3. Select “Log on as:” to the option “This account:” and specify the user account to use. You can select it by
browsing accounts with the button “Browse...”. Enter and confirm the password defined for this account in fields
“Password:” and “Confirm password:”.

Eaton Intelligent Power Manager Properties (Local Computer) X

General LogOn Recovery Dependencies
Log on as:

(O Local System account

(® This account NPM J Browse...

Password [eecscecce ]

Confim password looooo..ool ]

Cancel fonly

4. Apply the new configuration and close the dialog box.
5. Repeat the same operation with the other service with same account and password.

2.6 Restart IPM services

In order to apply the new service user configuration, you have to restart Eaton Intelligent Power Manager.

1. Stop the IPM service
2.  Wait until it will be completely stopped
3. Startit

E
. Eaton

Uoetkalbadn eliGentio E (E)p Start Eaton Intelligent Power Manager

Stop Eaton Intelligent Power Manager

‘ Start Eaton Intelligent Pow...

p Eaton Intelligent Pow...

Eaton Notifier

i Stop Eaton Intelligent Pow...

Eaton Notifier
Y |
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You can verify the user running IPM service in the Microsoft Windows “Task Manager”, in the “Details” tab. A process

called “mc2.exe” shall be running and shall have the configured user name in the dedicated column.

1% Task Manager
Eile Options View
Processes Performance App history Startup Users Details Services

~

EAmcexe 7704  Running IPM 00
<

Fewer details

- ] X

Name PID Status User name CPU Memory (p... Description

42,540K mc2.exe

End task

May 22nd, 2018

Note that, some other “mc2.exe” process could be running, one per user session. They correspond to IPM Notifications

application (systray icon and panel). Their user names should correspond to Windows desktop (human) users.

2.7 Using IPM

Once reconfigured, IPM can be used normally as described in the user manual.
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