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1. Introduction

The purpose of the document is to guide the system administrator to integrate Eaton PRO Management
pack in Microsoft System Center Virtual Machine Manager 2008 with Microsoft System Center
Operations Manager 2007.

Features:
The Eaton PRO Management Pack for Microsoft System Center Virtual Machine Manager 2008:

e Monitors all Hyper-V Servers present in System Center Virtual Machine Manager
console.

e |t allows user to utilize Performance and Resource Optimization feature for saving the
Hyper-V hosts and its virtual machines triggered by power failure events from UPS .

e Provides enter /exit Maintenance Mode for hosts as a result of PRO Tip.

e Provides enter/exit Maintenance Mode for hosts in absence of administrator/user.

This document first explains about enabling the PRO feature by integrating SCYVMM and SCOM and then
it explains about how to use PRO feature to include Eaton’s IPM software.

Acronyms :

. IPM - Eaton’s Intelligent Power Manager

o SCVMM - System Center Virtual Machine Manager 2008 or 2008 R2.
. SCOM - System Center Operations Manager 2007.

o PRO - Performance and Resource Optimization.
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1.1 Microsoft SCVMM PRO

A new feature in Microsoft SCVMM that leverages the monitoring and alerting capabilities of
SCOM to surface Tips or recommendations within VMM. This helps administrators ensure a high
performance and efficient virtualized environment.

As a result, the integration of SCVMM and SCOM is a powerful and valuable feature. It ensures
that the resources are effectively utilized through the generation of PRO Tips in SCVMM
console. A screenshot of PRO Tips for host CPU Performance is shown in the figure below. CPU
Stress test can be used to simulate a high CPU Utilization. With this utility, processor can be
stressed to 100% utilization which will generate a PRO Tip as shown below.

1 #R0Tes ) ol 6 i
- s

Ly, rickhv01 redmond.corp.microsoft.com Hest CPU Performance

| Sk T S

|

5 ricktwl 1 redmond corp microsoft. com

Host CPU Performance Host Summary
CPU utlization on the host has reached ctical lavels. A %Processor Time monitor has datected crU i I
thtthe CPU utlization is greater than 75 percest. _ o
resources on the host,
To frms up CPL maourcas, migrats a vitual maching to anather host, To have Virlual omp  — 54%
Machine Manager migrats a virtual machine, chck implament. F you choose to let VMM
automatically migrate your vitual machine, VMM vall uss Inteligent Placemant 1o determing Hetwok  m— 5% f

the: best destination for the vitual maching inthe cluster. For infomation about automating
Physical Resource Optimization (PRO), see Vitual Maching Manager 2008 Hebp U

17] Showthis windew when new PRO Tos e creted inemert | | Do | |
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1.2 Eaton ‘s Intelligent Power Manager

IPM discovers and supervises Eaton UPSs, ePDUs and supervises non-Eaton branded power
devices connected to the network (either by means of a card or a proxy).

IPM will also provide local computer graceful shutdown to the system hosting IPM.

A snapshot of IPM web interface shown below.
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2. Enabling PRO IN SCVMM

Performance and Resource Optimization (PRO) is implemented through PRO-Tips. PRO-Tips
recommend remedial actions that can return a host, a virtual machine, or other software or
hardware in a virtualized environment to a healthy state. This is based on health conditions reported
by Operations manager in Health explorer or in PRO-enabled management packs for Operations
Manager.

2.1 Prerequisites

=  Microsoft SCVMM and Hyper-V must be integrated. For more information about integration,
refer Appendix A.

=  Microsoft SCVMM and SCOM must be integrated for enabling PRO.For more information about
integration, refer Appendix B.

= User should have a basic knowledge of SCVMM,SCOM and IPM.

Fi A Help
i B Actions | B8 Columns B Jobs [glPRO T ; king BBl Diagram [
Virtual Machines Swec_|ab.test.demo.com virtual Machines (fitered 1) [Actions
Host Groups Search Virtual Machine Manager
@ Chvervizw I LT I Fhatus I Tohus I e I B I oo | é{} Mew virtual machine
= 3 AllHosts (b) WinXF... FRunning WIN-..., Un.., 0% _
Eﬁ Swec_lab 3% Convert physical server
§2 WIN-ESOEI0433P4 7 Convert virtual machine

§2 WIN-ESOEI0433P7

ﬁ Add library server
§ win-eBoeil433p5

5" Addhost
l‘-{, wWiN-EBOEJD433PE & .
- j{} Add VMware VirtualCenter
Filters Clear SErver
Status - Filtered - | @ Help

¥ =5 Bunning Host Cluster
M S Paused =5 WinXP_x86 d
v 44 Saved State ES G0
¥ =& Stopped Status Funning Fm ﬁ Refresh
¥ ;‘: Tranzitioning Running time:  23:39:26 w Remove host cluster
Y N Memory: 512,00 MB =] Properties
i Processor: {13 1.00 GHz Pentium III Xeon
]ﬁ! — Storage: 5.00 GB Virtual Machine
Lakest job: '@' 100 % complete b Start
E Library S (Refresh WM - Svstem Job) @ Stop
- ' @ Pause
Jobs - IH Save state
ﬁ Administration _Ij %) Discard savedstate
! 4 @ shut dowin
|Summary | Metworking and Storage | Latest Job e e v ahine B
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2.2 Configure PRO for a host cluster

= |n SCVMM console, in Hosts view, in the navigation pane, select the host cluster node.
= |n the Actions pane, under Host Cluster, click Properties.
® |nthe Host Cluster Properties dialog box, click the PRO tab. See the below snapshot.

' Host Cluster Properties for Swec_Cluster

| General | FRO | Metwarks | Storage |

. PRO helpz to ensure that resounces are being efficienty utilized through the
=== i) generation of tipz. Each tip haz a severity level of Critical or Warning.
YWhen PRO iz enabled it can be configured to prezent tips of a specific
zeverity level, ar to automatically implement tips which are of a specific
geverity level, Use the optionz below to configure PRO.

[T Inherit PRO zetting from parent Host Group

¥ Enable PRO on this Hoszt Cluster

Select the tip severity level The severity level determines which tips will be
zhawn by FRO.

= Critical anly
" Waming and Critical

v Autamatically implement PRO tips on this Host Cluster

Select the tip severity level. The severity level determines which tips will
be shiown by PRO.

 Critical only
= ‘Warning and Critical

k. I Cancel J/
i
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= To use the PRO settings for the host cluster’s parent host group, select the Inherit PRO settings

from parent host group check box. If user chooses not to use the parent host group’s PRO
settings, complete the remaining steps to determine which PRO tips are received and which are
automatically implemented for the cluster.
= Select the Enable PRO on this host cluster check box.
= To determine which PRO Tips will be received for this cluster, select the severity level: Critical
only or Warning and Critical.
= |f user wants to automatically implement PRO Tips for the cluster:
e Select the Automatically implement PRO Tips on this host cluster check box.
e Select the severity of PRO tips that user wants to automatically implement for the
cluster: Critical Only or Warning and Critical.
= User can also disable automatic implementation of PRO Tips if he wants to manually implement
PRO Tips.
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3. Eaton PRO Management Pack with IPM

Eaton PRO Management Pack

Eaton PRO management pack is created to put the Hyper-V hosts into maintenance mode after UPS
power failure and then will exit the host from maintenance mode after UPS Power Restore.

3.1 Pre-requisites:

Eaton PRO Management Pack requires :

=  Hyper-V role must be enabled on all hyper-v hosts and at least one virtual machine is installed
on it. It is mandatory to make all virtual machines highly available in order to support live
migration.

=  SCVMM and SCOM servers are integrated and PRO is enabled.

= latest version of IPM is installed on SCVMM server.

= Download Eaton PRO Management Pack from http://pgsoftware.eaton.com

3.2 Integration of PRO Management Pack with IPM:

3.2.1 Enable PRO in SCVMM

Please refer section 2 of this document to enable PRO in SCVMM. In this case, enable the auto-
implement PRO Tips option for critical only. For warning alerts, Eaton PRO Management pack
contains the recovery scripts which will be manually implemented by user on clicking implement
button in PRO Tip window and for critical alerts, recovery scripts will be automatically
implemented.

Integrating Eaton PRO Management Pack for
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PRO Settings |

. FPRO helps to ensure that resources are being efficiently utilized through
=i the generation of tipz. Each tip haz a zeverity level of Critical or W arning.
"when PRO iz enabled it can be configured to prezent tips of a specific
geverty level, or to automatically implement tips which are of a specific
gevernty level. Use the options below ta configure PRO.

V¥ Enabled PRO tips

Select the tip zeverity level. The severty level determines which tips will be
ghown by PRO.

£ Critical only
&+ ‘Warning and Critical

v Automatically implement FRO hpz

Select the tip severnty level. The seventy level determines which bips waill
be zhown by PRO.

% Critical only
" “Warning and Critical

k. I Cancel
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3.2.2 Import Eaton PRO management pack

= |n Operations Manager console, go to Administration pane. Click on Management pack
tab where already imported management packs are shown. See the snapshot below.

= System Center Oper. s Manager 2007 RZ - Eaton

Administration Actions
% Administration \:kl;ook For: Actions
Connected Management Groups X
= Device Management ﬁ RIS
%‘a- Agent Managed % Export Management Pack...
E"ﬁ' Agentless Managed x Delete
Management Servers
&3 Create Management Pack
&3‘ Download Management Packs ...

&3‘ Irmport Management Packs. ..

Mame

% WS-Management Library

f% wWindows Service Library

'-\'% Windows Server Operating Svstem Library

g Pending Management 1'% windows Server Inkernet Information Servi

Uniz/Linux Servers
[ et P
= Metifications

i= Channels

‘-\'% Windows Server Internet Information Servi

f% Windows Server Internet Information Servi Resources

5 Wind = 2008 O tirg Syst I =
E_; Subscribers t% MeIDws SErver perating System @ Sysbemn Center Operations Manager Help
T L Wind 5 2008 O tirg Syst C ;
~2] Subscriptions - 6 windows Server perating System { (& System Center Operations Manager Orline
A T b

"1% windows Server 2008 Internet Information

Discovery Wizard. .,

' onlorlng
" uorlng

Q Administration

q.' H orspace

f% Windows Server 2003 Oparating System
T windows Server 2000 Operating System @) Management: Pack Basics
f% windows Core Library

‘i% iindows Cluster Library

f% wieb Application Monitoring Library

T Unix iew Library

@ Management Pack Concepts
@ Building Management Packs

@ How to Expork Management Pack Customizations

@ How ta Impork Management Packs

*‘-% Unizx Service Template Library @ How to Remove a Management Pack

@ How ko Convert an Operations Manager 2005
Management Pack.
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=  On the right side, click on Import Management Packs. The following window will be
displayed.

u
1"_' Import Management Packs Ed

E%EP Select Management Packs
f

Select Management Packs @ Help

Impart list - = Add - 7 Properties ... >( Femove

| Mame | “ersion | Release Date | Status | ELILA, |

Status details

Iriztall Canicel I

4
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= (Click on Add, then select add from disk and then click on “Import”, it will import
Eaton PRO management pack into Operation Manager console.

PR System Center Operations Manager 2007 R2 - Eaton

File  Edit

Administration Management Packs
g Pending Management:

%Lnnk Far: I Find Mow
UnizLin: Servers

i Management Packs BT

=] Motifications T Network Devics Library
f Cha””?ls T MOM 2005 Backward Compatibility
i) Subscribers
L= Subscriptions

& Product Connectors
L0 Internal Connectors

@5 Run fs Configuration
& Accounits
&# Frafiles

(2} Security

Ls User Roles
= R

Discovery Wizard. ..

"53‘ Microsoft, SystemCenter, SecureReferenceCryverride
i'% Microsoft Syskem Center Operations Manager Library
"\% Microsaft Generic Report Library
‘\'% Microsoft Audit Collection Services
*\% Inskance Group Library
‘\% Image Library (windows)

hd ‘% Image Library {System)

’\% Image Library {System Center)

¥ Health Library
Health Internal Librar

lonitoring

" uorlng

ﬁ Administration

20 i | efaul Management Pack
" ¥ Workspace

‘\'% Diata Warehouse Library

Eaton PRO Management Pack

Distributed Application Designer Library
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e Copy the maintenancemode_scvmm.ps1 script and place it in root folder of IPM. e.g.
C:\Program Files\EATON\IntelligentPowerManager.

e Copy the maintenancemode.js script and place it in “C:\Program
Files\Eaton\IntelligentPowerManager\configs\scripts”. For more information, refer appendix C.

e Copy Eaton PRO Management Pack and import it in Operations Console as mentioned in section

3.2.2.

3.2.4

Integration

Now the Management pack and IPM are ready to be integrated. The figure below illustrates the

architecture of IPM and PRO integration.

UPS 1

Storage Disc | | Quorum Disc

Windows 2008 Storage Server

Eventis sent from
UPS to IPM. It gets
logged into event
viewer and then It is
shown as an alertin
SCOM Console.

Powerline L s
UPS 2
Private failover network
| | Powerline
Virtual Machine | | Virtual Machine |
HyperV + SCOM Agent HyperV + SCOM Agent
Windows Server2008 R2 Windows Server2008 R2
Failover Cluster Failover Cluster
Hyper-V Hyper-V
| Network
SCVMM Server SCOM Server
> + +
SCOM Console SCVMM Console
Windows Server2008 R2 Windows Server2008 R2
Event sent from IPM seen
as PRO Tip in SCVYMM
Console.
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When one of the UPSs goes on battery, after the specified time interval (Time specified in IPM), power
failure event gets logged into an windows event viewer. This event will be seen as warning event in
event viewer. See below snapshot for an illustration.

ﬂ Event Properties - Event 116, IPM

WA -ESOEINA33P 4 AL poweer failure to Eaton UPSwehich is rmonitaring the host MIMN-ESOEID433P4

1#]
Log Mapne: Application &
Source: IPRA Logged: 17642012 5:24:08 LA S
Event ID: 116 Task Category: Mone
Lewel: Warning Eeyaneards: Classic
User: [ £ Cormputer: SCW MR st dermo.com
DpCode:

kdare Information:  Ewent Log Cnline Help

Copy Close |

After the event is logged,IPM will generate a power failure alert in the SCOM console. See below for an
illustration.
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Active Alerts (1

%Lﬁmkfor: I Find Mow Clear
‘a;l | Source | /g-:l| Mame
= Severity: Warning (1)
_;L SCWMM, test, demo.com Eaton PRO UPS Power Failure
4 3
Alert Details
Fa
A\ Eaton PRO UPS Power Failure Alert Description
Source: @ ST, best, demo, com WIN-EBOEIN433P4 AC Power Fallure to Eaton LUPS monitaring
Path: SCYMM, kesk, demo, com SCYMM.Eest.demo.com hiost WIN-EROEI0433R4
Alert ;
Monitar: () Eaton PRO UPS Power Failure
Created: 1J&/2012 10:11:58 PM
Knowledge: f?' View additional knowledge, ..
Mo knowledge was available for this alert,
Hide knowladge
w
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The power failure alert will be populated as a PRO Tip in the SCVMM console. This PRO Tip gives the

details of the problem caused and recovery action. The administrator will choose to either implement or
dismiss the PRO Tip. See below for an illustration.

Edrro Tips (1) I [=] 3
'9‘
| Source | Tip | State
!:_ localhost Eaton PRO UPS Power Failure Active
B localhost -
.I Eaton PRO UPS Power Failure Wiew Script

WWM-ES0EJ 0433P 4:AC Power failure to Eatorn UPS monitoring host WIN-ES0EJ0433P4

) Mare Infarmation E
To zave the host as well as virtual machines from UPS Power Failure Click Implement. [f .
you choose to let Vb automatically migrate your vitual machine, WM will uze e — !)

T

Inteligent Placement to determine the best destination for wirtual machines in the cluster

v Show this window when new PRO Tips are created Implement Dizmiss

If user chooses to implement, then the host which is configured with UPS will be put into maintenance
mode and all its virtual machines will be ‘live migrated’ to another host in the same cluster. For live
migration, SCVMM uses a canned optimal placement method to determine the best destination for
virtual machines in the cluster.

If administrator/user is not available to implement PRO Tip for warning alert, after a specified time
interval, critical power failure event gets logged into an windows event viewer. This event will be seen as
an error event in event viewer.IPM will generate a critical power failure alert in the SCOM console for
automatically placing the host into maintenance mode. This time can be customized as per the
user/administrator requirement. User can change ‘timetowait’ parameter in javascript file. This time
needs to be specified in minutes. See below for an illustration.

Integrating Eaton PRO Management Pack for
Microsoft® System Center Virtual Machine Manager 2008 v1.0 Page | 17


http://www.eaton.com/virtualization

www.eaton.com/virtualization E A &
A

Powering Business Worldwide

Active Alerts (1)

%Lookfnr: I Find Now Clear X

4| Source )| rame
&

= sewverity: Critical {1}

@ SCYMM.Eest, demo.com Eaton UPS Power Failure Critical

"\’3 Eaton UPS Power Failure Critical Alert Description

SOUrCE: E SCYMM, kest, derma, cam WIN-EBOEIN433P4: AC Power Failure to Eaton UPS monitaring
Path: SCYMM.Eest. dermo, com| SCYMM.Eest.demo.com host WIN-EB0EI0433P4

Blert ; -

Manitar: () Eaton UPS Power Failure Critical

Created: 11812012 10:24:47 PM

Knowledge: ' view additional krowledge. ..

Mo knowledge was available Far this alert,

Hide knowledge

Note - In case of continuous power failure, user/administrator it is recommended to configure host to
gracefully shutdown through IPM. For more information about configuration, please refer user guide of
IPM.
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After power is restored, power restore gets logged into an windows event viewer. This event will be

seen as warning event in event viewer. IPM will generate a power restore alert in the SCOM console.
See below for an illustration.

Active Alerts (0

%Lookfor: I Find Mow Clear X
i | | Source | é-)| Marne
= severity: Warning (1)
_:‘_\‘ SICWMM, test.demo. com Eaton PRO LIPS Power Restore
4 3
.
A\ Eaton PRO UPS Power Restore Alert Description
Source: |__[L;! SCYMM, kest, demo.com WIN-ESOEI0433PHAC Power restore to Eaton LIPS monitoring
Path: SCYMM. kest, demo. com\SCY¥MM.Eest.demo.com hiost WIN-EBOEI0435P4
Alert
Manitar: U Eaton PR UPS Power Reskare
Created: 11812012 10:19:03 PM
Knowledge: ﬁ Yiew additional knowledge. ..
Mo knowiledge was available for this alert,
Hide knowledge
s
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Power restore alert will be populated as a PRO Tip in the SCVMM console. This PRO Tip gives the details
of the problem caused and recovery action. As shown with power restore PRO Tip, the administrator
again chooses to implement or dismiss the PRO Tip. See below for an illustration.

Edrro Tips (1) I [=] 3
'9‘
| Source | Tip | State
!:_ localhost Eaton PRO UPS Power Restore Active
B localhost -
.I Eaton PRO UPS Power Restore Wiew Script

WM-ES0EJ0433P4:AC Power restare to Eaton UPS monitoring haost 'WwWIM-ES0EJ0433P4
) Mare Infarmation

To exit the maintenance mode, click implement Wik will exit the host from maintenance
mode,

v Show this window when new PRO Tips are created Implement | Dizmiss

If user chooses to implement the PRO-Tip the host will exit from maintenance mode. If he chooses to
dismiss the PRO-Tip then no recovery action will be performed by PRO Tip.

If administrator/user is not available to implement PRO Tip for warning alert, after a specified time
interval, critical power restore event gets logged into an windows event viewer. This event will be seen
as an error event in event viewer. IPM will generate a critical power restore alert in the SCOM console
for automatically exiting the host from maintenance mode. This time can be customized as per the
user/administrator requirement. User can change ‘timetowait’ parameter in javascript file. This time
needs to be specified in minutes. See below for an illustration.

Integrating Eaton PRO Management Pack for
Microsoft® System Center Virtual Machine Manager 2008 v1.0 Page | 20


http://www.eaton.com/virtualization

www.eaton.com/virtualization E A &
A

Powering Business Worldwide

Active Alerts (1

\.lhgookfor: I Find Mow Clear
‘,_v-_". | Source | é"-;l| Mame
= Sewverity: Critical (1)
@ SCYMM, test, demo. com Eaton LIPS Power Restore Critical
4 3
Alert Details
i i
"'3 Eaton UPS Power Restore Critical Alert Description
Source: E S, kest,derna. cam WIN-ESOEIO453P4: A Power restore ko Eakton UPS monitoring
Path: SCWMM . kest.demo, comSCYMM.Eest.demo.com st WIN-ESOEIN433P4
Alert -
R —— Q Eaton UPS Power Restore Critical
Created: Lfaf2012 10:29:22 PM
Knowledge: 5 view additional knowledge. ..
Mo knowledge was available for this alert,
Hide knowledge
>
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After generating critical power restore alert, the host which is configured with UPS will be automatically
exited from maintenance mode.

3.2.5 Troubleshooting

1. Remote registry service failed.

Before creating failover cluster, registry service must be running on both the nodes. If it is not
getting started (The system cannot find the file specified) then perform following steps.

e Open Regedit
e Locate HKLM\System\CurrentControlSet\Services\RemoteRegotry\Parameters.

e Check for ServiceDll attribute. Here the file path for regsvc.dll should be
specified.

2. Forcefully remove failover cluster feature by modifying registry.
e Open Regedit
e Locate HKLM\CurrentControlSet\Services\ClusDisk & ClusSvc
e Delete these keys

3. Error 13805 : cannot contact cluster connection to <cluster name>

e  While adding failover cluster to SCVMM, make sure that the virtual network on
the nodes in cluster is not created.

e After the cluster is added into SCVMM, create a virtual network as mentioned
above.
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4. References

Eaton and Virtualization
Please visit http://www.eaton.com/virtualization

Intelligent Power Manager (Eaton Power Supervisor)
Please visit http://pgsoftware.eaton.com for more information about download and installation

of IPM.

SCVMM and hyper-v Integration
http://blog.frankovic.net/2010/04/creating-hyper-v-failover-cluster-part-1/

http://blog.frankovic.net/2010/04/creating-hyper-v-failover-cluster-part-2/

SCVMM and SCOM Integration
http://blogs.technet.com/b/rakeshm/archive/2008/08/22/configuring-scvmm-2008-s-pro-

feature-with-ops-manager.aspx

Books
Creating a PRO Management Pack
Mastering Virtual Machine Manager 2008 R2

Integrating Eaton PRO Management Pack for
Microsoft® System Center Virtual Machine Manager 2008 v1.0 Page | 23


http://www.eaton.com/virtualization
http://www.eaton.com/virtualization
http://pqsoftware.eaton.com/
http://blog.frankovic.net/2010/04/creating-hyper-v-failover-cluster-part-1/
http://blog.frankovic.net/2010/04/creating-hyper-v-failover-cluster-part-2/
http://blogs.technet.com/b/rakeshm/archive/2008/08/22/configuring-scvmm-2008-s-pro-feature-with-ops-manager.aspx
http://blogs.technet.com/b/rakeshm/archive/2008/08/22/configuring-scvmm-2008-s-pro-feature-with-ops-manager.aspx

www.eaton.com/virtualization E A &
A

Powering Business Worldwide

5. Appendix A

Microsoft SCVMM and Hyper-V Integration

5.1 Pre-requisites:

The Microsoft SCVMM / hyper-V system operation requires three physical machines (one machine is
Windows 2008 storage server and other two machines are with windows server 2008 R2 installed)
each with 2 network cards. See illustration below.

SAN (Windows 2008 NODE1 (Windows Server 2008 |NODE2 (Windows Server
Storage Server) R2 Enterprise) 2008 R2 Enterprise)
IP: 192.168.14.206 IP: 192.168.14.24 (Publicand |IP: 192.168.14.4 (Public
(Public and Storage LAN) [Storage LAN) and Storage LAN)
IP: 10.10.0.1 (Cluster LAN) IP: 10.10.0.2 (Cluster LAN)
Storage Disc Quorum Disc

Windows 2008 Storage Server
DNS Server

Private failover network

Virtual Machine Virtual Machine
HyperV Hypery
Windows Server zoo8 Rz Windows Server zoo8 Rz
Failover Cluster Failover Cluster

Hyper-V Hyper-V

Metwork
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5.2 Steps to integrate SCVMM and Hyper-V

Configuring Windows Server 2008 Storage Server for iSCSL

Install Windows 2008 Storage Server x64 and install Microsoft iSCSI software target x64 on it.
Click Start-> Administrative tools ->Microsoft iSCSI Software target.

Right click on iSCSI target and create a new iSCSI target. Give iSCSI target name as Storage. On
iSCSI initiators Identifiers window, click advanced and add IP addresses of the two nodes that
will be accessing this target.

Repeat the above step and create a target, name it Quorum.

Next, to create disk for the iSCSI target, right click on the Storage iSCSI target and select the
Create Virtual Disk for iSCSI target option. On File option enter location of vhd file (eg.
C:\storage.vhd).Enter size of the disk (min. 30 GB).If the disk is already created, right click on the
Storage iSCSI target and select the add existing virtual disk to iSCSI target option.

Repeat the above step for Quorum iSCSI target (eg. C:\quorum.vhd, min 512 MB)

Adding disc resources to nodel and node 2

Install Windows Server 2008 R2 Enterprise on the two remaining computers ( NODE1 and
NODE?2).Register these two nodes with DNS server (Add the IP addresses of these nodes in DNS
Server).Install Hyper-V role and Failover Cluster feature on both nodes through server manager.
Now Shutdown NODE2 (IMPORTANT).
On NODE1 start iSCSI initiator from Administrative tools
0 Select Yes to start automatically if asked.
0 Select Discovery. Click Discover Portal. Enter IP Address of Storage server and click OK.
0 Select Targets Here targets Storage and Quorum should be seen. Select each target and
click Connect. Select Volumes and Devices. Click Auto Configure. Click OK.
Now in Server manager Console, open Disk Management. Scroll down until two new disks
(storage and Quorum) are seen.
Right click on each disk and bring Online, Initialize and format it with NTFS.
For smaller disk (Quorum) select Q as drive letter and for larger disk (Storage) select J as drive
letter. Shutdown NODE1.Startup NODE?2.
Repeat the above steps on NODE2 (There is no need to format disks again, drive letters must be
same as on NODE1)
Startup NODE1
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Creating Failover Cluster and highly available virtual machines

Before creating failover cluster, create a new virtual network(external) that is connected to one
of the physical network adapters. The steps to create a virtual network are mentioned in
subsequent section.
On NODE1L,in server manager console, click Features->Failover Cluster Manager. Right click and
select Validate a Configuration option.

0 Add all nodes that will be part of a cluster

O Run all tests

0 All result should be green (ignore errors about updates)
Select option Create Cluster.
Add all nodes and enter cluster name.
When cluster is created, right click on Storage and add both disks to it (cluster will automatically
configure smaller disk, Quorum, as witness and larger disk, Storage, as storage disk).
Select cluster name in the left pane and In the middle pane select Cluster Core Resources and

verify that they are all online.

Steps to create highly available virtual machines

Now minimize Failover Cluster Manager Console on NODE1 and open Server Manager or Hyper-
V console. Copy Windows Server 2008 ISO file to J disk on NODE1 (J disk is iSCSI disk).

Open Hyper-V console, right click on NODE1 and create a new virtual machine.

Store it on J disk (IMPORTANT)

Give it sufficient amount of RAM

Connect it to previously created network

Create new virtual disk, size 20 GB on J disk (IMPORTANT)

On installation options select second bullet and select ISO image that is copied on J disk
Click Finish

Right click on newly created Virtual machine and select Settings

On the lover left side select Automatic Start action and select Nothing

Click OK
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Adding nodes to SCVMM.

Make sure that cluster IP address is valid and that it is registered in DNS.

Open SCVMM Administrator Console

On the Action pane, click Add host and enter administrator password.

In the host name field, enter name of one of the nodes that will get added.

Do not select “Skip AD validation” (If this option is selected then only one node will be added
and not complete cluster).

Click ADD (Dialog box will pop up saying that node is part of a cluster and it will ask do you want
to add all cluster nodes in SCYMM)

Click Yes

Now after a couple of minutes, SCYMM adds and configures cluster and virtual machines into

console.

Creating a virtual network

After adding Hyper-V role in both nodes, go to Hyper-V Manager tab in Server Manager. Right
click on host-name and select Virtual Network Manager.

In Virtual Network Manager, Click on New Virtual network and select External. Then as shown in
figure below, go to Virtual network properties, name the virtual network and select Connection
type as External. After this click ok. This will create a virtual network between 2 nodes

gg\l'irtual Network Manager H=

#_Virtual Networks ._EL_ Wirkual Mebwork Properties
T Mew virtual network

Mame: ILocaI Area Connection 2 - Yirtual Mebwork

# Global Network Settings Micr osaft: Yirtual Swikch |
U MAC Address Range Letesl
00-15-50-AA-13-00 ko 00-15-50-A. . LI

— Connection Eype
What do wou want to connect this netwoark b0

% External:

IBroadcom Metxtreme Gigabit Ethernet #2 ;I
¥ allow management operating system ta share this nebwork adapter

" Internal only

" Private virtual machine network

[ Enable virtual LAM identification for management operating system

— WLAM IC

The WLAN identifier specifies the wirtual LAN that the management operating
syskem will use For all network communications through this network adapter, This
setting does not affect wirtual machine networking.

—

Remowve |

More about managing virtual netwaorks

[9]4 I Cancel Ll
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6. Appendix B

Microsoft SCVMM and SCOM Integration

Integration of SCVMM and SCOM must be completed in order to enable PRO.

6.1 Pre-requisites

System center operations console.

Virtual machine manager administrative console.

2 nodes (Windows 2008 R2) for installing VMM server and SCOM. (One node is also sufficient
which will have Both SCOM server and SCVMM server installed).

Virtual Machine Manager Server 2008 installed. (Refer http://technet.microsoft.com/en-
us/library/cc764327.aspx to install VMM server).

System Center Operations manager 2007 installed (management server).(refer
http://technet.microsoft.com/en-us/library/bb418758.aspx to install SCOM)

6.2 Steps to integrate SCVMM and SCOM to enable PRO

Install root management server on node2. (Create Active Directory group (e.g. SCOM group) on
storage server which will be asked while installing Operations manager server).
Install Virtual machine manager 2008 server for example nodel.
Note: if VMM server and SCOM server are installed on same machine then skip next step.
Install VMM console on nodel.
Install operations manager console on nodel.
Open the operations manager console and install following management packs if they are not
already imported.

0 Internet Information Service MP.

0 SQL Server 2000 MP.

0 Windows Server Base OS System Center Operations Manager 2007 MP.

0 Virtualization MP.
On root management server, run the setup from VMM 2008 CD and select Configure
Operations Manager

0 Import VMM management packs, including all MPs required for PRO.

0 Grant run as account of your VMM server the necessary rights to

0 Install the VMM Console

Open the VMM console and connect to VMM server. Open the Administration tab and select
System Center from the tree view in the upper left of the console.
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= QOpen the Operations Manager server tab and enter the name of root management server.

= At this point VMM and Operations Manager are integrated, and you can see all of the data from
your VMM installation discovered into your Operations Manager installation by opening your
Operations Manager Console and navigating to the Monitoring tab. There will be a newly
created folder called Virtual Machine Manager 2008 Views. Inside that folder there should be a
new view with the name of VMM server

= After integrating SCVMM and SCOM, install SCOM agents on all the nodes which will be
monitored through operations manager. After the agents are installed, go to Administration tab
in Operations Manager console. In Administration-> Device Management->Agent Managed and
check if all agents are registered with Operations Manager.

= To allow the manual installed agents ,go to Administration->Settings->Security, select
automatically approve new manually installed agents.

Below Figure shows the complete integration of SCYMM, hyper-v and SCOM.

Storage Disc Quarum Disc

Windows 2008 Storage Server

DMS Server
Private failover network
Virtual Machine Virtual Machine
HyperV + SCOM Agent HyperV + SCOM Agent
Windows Server 2008 Rz Windows Server 2008 Rz
Failover Cluster Failover Cluster
Hyper-v Hyper-v
Metwork
SCVYMM Server SCOM Server
+ +
SCOM Console SCVYMM Console
Windows Server zoo8 Rz Windows Server zoo8 Rz
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7. Appendix C

7.1 Java script for Maintenance Mode
UserScript =

{

name: "MaintenanceMode™,
enabled: Erue,

onEvent: Erme, S/ Set this property to true to ehable the script
delay: 0O,

Jf This property can be used to delay first execution of the script
interwval: 10000, J¢ and ewery 10z from that

action: femckion () /7 Script action definition

{

F4IF or Name of FCVHMM Server

var VMMierver = "<<ip address of SCVMM server:=>";

A4/Fron here prowide the information about hyper-v Host that needs to be

J/put in Maintainance mode along with UP3 information

J4 Here we can configure N number of 3CWVMM hosts and UPS

A4 Following hyper-+w host must be present in SCVMM console.

M -—_ 5TART SETOP 1 - ———————

ff HOSTL/UPE 1 ———— = m e

J/Information about hyper-v host and its corrospoding URS

var hostl = "<<hostname of hyper-v server::>";|// the name of the hyper-v host (IF or Name)

A /The UPS1 link to the Hostl

var statuslUP3l =|UserFunctiuns.getNUdEData("((ip address of node in IPM=>"); //Name of the Hode i

Aitime in minutes for automatic implementation in absence of user

var timetowalt = =Zf

A41E the status of the UP3l is on Battery, the Hostl ewnter in maintenance mode

if {statusUPS]l &£& statusUPSI["UPS. Poweriummary.Presentitatus. ACPresent”™] 1= 1)

{
UserFunctions.exec{ "powershell Set-ExecutionPolicy UnRestricted™);
var cond mm = "powershell . /maintenancemode scvmm.psl -VIMZerwverName ™ + VIIMServer + " -WMHost
TaerFunctions. exec{"binsexecuteapp ™ + cmd mm) ;

}

A41E the status of the UPSL is on the sector, the Hostl exit the maintenace mode

else if (statusUPS1["UPRS. Poweriummary. Presentitatus. ACPresent™] = 1)

{
UserFunctions. exec{"powershell Set-ExecutionPolicy UnRestricted™);
var cond mm = "powershell . /maintenancemode scvmm.psl -VIMIerverName " + VMMServer + " -VMHost
DzerPunctions. exec{ "binsexecuteapp " + cmd mm);

}

¥
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The parameters used in this java script are as follows:

VMMServer — IP address /hostname of SCVMM server.
Host — IP address/hostname of hyper-v host configured with UPS.
statusUPS1 — IP address of node in IPM with which host is configured.

Timetowait — Time interval to automatically implement the PRO Tip in absence of
user/administrator.

Integrating Eaton PRO Management Pack for
Microsoft® System Center Virtual Machine Manager 2008 v1.0 Page | 31


http://www.eaton.com/virtualization

	1.  Introduction
	1.1 Microsoft SCVMM PRO
	1.2 Eaton ‘s Intelligent Power Manager

	2. Enabling PRO IN SCVMM
	1
	2
	2.1 Prerequisites
	2.2 Configure PRO for a host cluster

	3. Eaton PRO Management Pack with IPM
	3
	3.1 Pre-requisites:
	3.2 Integration of PRO Management Pack with IPM:
	3.2.1 Enable PRO in SCVMM
	3.2.2 Import Eaton PRO  management pack
	3.2.3 Download the Eaton PRO Package
	3.2.4 Integration
	3.2.5 Troubleshooting

	4. References
	5. Appendix A
	4
	5
	5.1 Pre-requisites:
	5.2 Steps to integrate SCVMM and Hyper-V
	Configuring Windows Server 2008 Storage Server for iSCSI.
	Adding disc resources to node1 and node 2
	Creating Failover Cluster and highly available virtual machines
	Steps to create highly available virtual machines
	Adding nodes to SCVMM.
	Creating a virtual network


	6. Appendix B
	1
	2
	3
	4
	5
	6
	6.1
	6.1 Pre-requisites

	2.
	6.2 Steps to integrate SCVMM and SCOM to enable PRO

	7. Appendix C
	7
	7.1 Java script for Maintenance Mode


