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Eaton Gigabit Network Card issue notice for Chrome v73 users

An issue has been observed with Chrome browser version 73 and all versions of the Eaton Gigabit
Network Card.

Chrome has changed the way it handles self-signed certificates by sending an error message back to the
web server, causing the Gigabit Network Card to drop the connection.

User will see a distorted view of the Ul like this:

Bl https://10.130.35.70/#/lagin x  +
< C A Notsecure | htps//10.130.35.70/#/login
Loading...

{{'top_nav_bar menu'|translate}}

({{userBealmlabel | translate}})
({{userRealmlabel | translate}})

Eaton has identified the root cause and is working on a fix. In the meantime, the web interface works on
other browsers like Firefox, Edge, Internet Explorer or Chrome version 72 or earlier.

Chrome workaround: instructions on importing the certificate on the Gigabit Network Card

It is possible to configure Chrome 73 to work with the Gigabit Network Card by importing the certificate
(see below). Note that this procedure may not work in some environments if DHCP is used, whereby
Chrome would issue a “ERR_CERT_COMMON_NAME_INVALID” error.
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Follow these instructions:

Right click on “Not secure” in front of the address bar.

B hitps://10.130.35.70/#/login x 4+

“— C A Netsecure bips//10.130.35.70/#/login
: i L X
Loading... Your connection to this site is not secure
. You should not enter any sensitive information on this

site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn maore

. You have chosen to disable security warnings for this

site. Re-enable warnings

= Hopmavl 5 ficate (nvalig)

({{uzerFealmlalb
({{userRealmlLa @ Cookies (0inuse)

L Site settings

Choose “Certificate” on the drop down menu.
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BN https://10.130.35.70/%/login x 4+

& C A Notsecure bh#ps//10.130.35.70/#/login
_ : o X
Loading... Your connection to this site is not secure
. You should not enter any sensitive information en this

site (for example, passwords or credit cards), because

it could be stolen by attackers. Learn maore

. You have chosen to disable security warnings for this

site. Re-enable warnings

{{top_navl 5 tificate (Invalid)

({{userFealml ab
({{userRealmLab @ Cookies (0in use)

ﬂ Site settings

A certificate popup should appear.
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@ Certificate .

General Details Certification Path

@ﬁ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  Web server-ups-00-20-85-E9-40-FC-selfsigned

Issued by: Web server-ups-00-20-85-E9-40-FC-selfsigned

Valid from 10/12/2013 to 07/12/2033

Issuer Statement

Choose “Details” and “Copy to file”
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@i Certificate

General

Details | Certification Path

]

Show: | <All=

L
Field Value e
D'l.n'ersiun V3
DSerial number 00 ca ee dd ec dc 90 6c 2d
DSignamre algorithm sha256RSA
DSignamre hash algorithm sha2sa
Dlssuer Web server-ups-00-20-85-E9-...
D'u'alid from lundi 10 décembre 2018 02:00...
B'u'alid to mercredi 7 décermbre 2033 02:...
[l e hiact Wileh esrwer 4 ine-NN-M-R5-F0- N

Edit Properties. .. | Copy to File... |

Run the wizard as shown below:
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£ Certificate Export Wizard

Welcome to the Certificate Export Wizard

This wizard helps you copy certificates, certificate trust lists and certificate revocation
lists from a certificate store to your disk.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

To continue, dick Next.

Cancel
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& ¥ Certificate Export Wizard

Export File Format
Certificates can be exported in a variety of file formats.

Select the format you want to use:
(®) DER encoded binary %.509 {,CER)
() Base-64 encoded X.509 {.CER)

() Cryptographic Message Syntax Standard - PKCS #7 Certificates (P 7E)
Indude all certificates in the certification path if possible

Personal Information Exchange - PKCS #12 [ PFX)
Indude all certificates in the certification path if possible

Delete the private key if the export is successful
Export all extended properties
Enable certificate privacy

Microsoft Serialized Certificate Store ((55T)

Mext || Cancel
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& & Certificate Export Wizard

File to Export
Spedfy the name of the file you want to export

File name:
C:\Users’ \Desktop\GigabitCard. cer | | Browse. ..

I et || Cancel
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& & Certificate Export Wizard

Completing the Certificate Export Wizard

‘fou have successfully completed the Certificate Export wizard.

‘You have spedified the following settings:

File Mame -

Export Keys Mo

Indude all certificates in the certification path Mo

File Format DER. Encoded Binary ¥, 509 (*.cer)

< >

[ Finish | Cancel

After pressing “Finish” you should see a dialog which confirms the success of certificate export.
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Certificate Export Wizard

The export was successful,

et

0K

Phase 2: Import the certificate to Chrome

On Chrome, locate and press the Command button

Choose “Settings” from the menu.
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*r 0 6 :
Mew tab Ctrl+T
Mew window Ctrl+MN
Mew incognito window Ctrl+5Shift+MN i
History L !
Downloads Ctrl+l H
Bookmarks k
Zoom - 100% = o
Print... Ctrl+P
Cast...
Find... Ctrl+F
Mare tools b
Edit Cut Copy Paste
Settings
Help [
Exit

Settings page should open in a new tab. Scroll to the bottom of the page and click “Advanced”
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Privacy and security

Google Chrome may use web services to improve your browsing experience. You may optionally disable these

services. Learn more

Allow Chrome sign-in
By turning thiz off, you can sign in to Google sites like Gmail without signing in to Chrome

Use a prediction service to help complete searches and URLs typed in the address bar

Use a web service to help resolve navigation errors

Safe Browsing

Protects you and your device from dangerous sites

Help improve Safe Browsing

Sends some system information and page content to Google .
Automatically send usage statistics and crash reports 1o Goegle ]
Use a web service to help resolve spelling errors

Smarter gpell-checking by sending what you type in the browser to Google ]
Send a "Do Mot Track” request with your browsing traffic -'
Allow sites to check if you have payment methods saved »
Use a prediction service to load pages maore quickly -

Manage certificates
Manage HTTPS/SSL certificates and settings

Comtent settings
Control what information websites can use and what content they can show you

Clear browsing data

Clear history, cockies, cache, and more

Choose “Manage certificates”
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& Certificates >
¢ Intended purpose: <Al = e
- Trusted Root Certification Authoriies  Trusted Publishers  Untrusted Publishers T
L Issued To Issued By Expiratio...  Friendly Mame 2

¢ 54 AddTrust External ...  AddTrust External CA. .. Sectigo (AddTrust)
E @Ealﬁmnre CyberTru... Baltimore CyberTrust... 13/05/2025 DigiCert Baltimar. ..
- @Eueing Basic Assur... Boeing Basic Assuranc... 21/04/2036  <Mone=

i @Cerﬁgna Certigna 29/06/2027  Certigna
[Slcertum CA Certum CA 11/06/2027  Certum
n [5Class 2 Primary CA Class 2 Primary CA O7/07/2019  CertPlus Class 2 ...

@CIass 3 Public Prima... Class 3 Public Primary ... 02/08/2028 VeriSign Class 3 ...
@CDMDDD RSA Cert,.. COMODORSA Certific,..  19/01/2038 Sectigo (formerl. ..
@Cupwight (c) 1997 ... Copyright {c) 1997 Mi... 31/12/1999 Microsoft Timest.., ¥

Import... Export... Remove Advanced

Certificate intended purposes

Server Authentication, Client Authentication, Secure Email, Code Signing, Time
Stamping, Encrypting File System, IP security tunnel termination, IP security
user

View

=

Ensure that you have “Trusted Root Certificate Authorities” tab open, click on “Import” and run the
wizard as shown below.
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= Certificate mport Wizard

Welcome to the Certificate Import Wizard

C This wizard helps you copy certificates, certificate trust lists, and certificate revocation
N lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
X and contains information used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept.

To continue, dick Mext,

Cancel
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& & Certificate Import Wizard

File to Import
Spedfy the file you want to impart,

File name:
C:YUsersy, \Desktop\GigabitCard. cer | | Browse...

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PKCS #12 ((PFX,.P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates ((P7R)

Microsoft Serialized Certificate Store ((55T)

Mext || Cancel
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& & Certificate Import Wizard

| Certificate Store

: Certificate stores are system areas where certificates are kept.

\ Windows can automatically select a certificate store, or you can spedfy a location for
the certificate.

t () Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following store

' Certificate store:
| Trusted Root Certification Authaorities Browse...
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& & Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

0= [tk =t lmr= s s MRS Trusted Root Certification Authorities

Content Certificate
File Mame Ci\dsersi____. __ \Desktop\GigabitCard. cer

Finish | = Cancel
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& Security Warning

! claiming to represent:
Web server-ups-00-20-85-E9-40-FC-selfsigned

Windows cannot validate that the certificate is actually from "Web
server-ups-00-20-83-E9-40-FC-selfsigned”. You should confirm its

The following number will assist you in this process:

Warning:

risk,

Do you want to install this certificate?

You are about to install a certificate from a certification autherity (CA)

origin by contacting "Web server-ups-00-20-85-E9-40-FC-selfsigned".

Thumbprint (shal): 24F48730 00F34658 T11B380F ABE9B9TC FFRACBAS

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Yes" you acknowledge this

Yes

Mo

Security warning appears. Click “Yes”.

€ Certificate Import Wizard et

o The import was successful.

oK

Click “OK” and restart your Chrome.
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o Gigat NewarkCard - Logn X - o x

« X @ hitpsy//10.13035.70/4/logir a« @ :

e — W

jpropriace use:
2)you are accessinga private o government system.

IE) T 5578 LEage May D8 MQNAOrEd, FECOTORN, nd SUORCI T Ui

€} unauthorized use of this system Is prahibited and subject t ariminal and chd pendites.
)1458 of this 5yStem indicazes CoNSeNT 0 MGNROAINg nC recording

Contact information for support
For the United States, please call the appropriate phone number listed below:

e Three-phase UPS products: 800-843-9433
e Single-phase UPS products: 800-356-5737

For non-U.S. countries, please contact your local Eaton service representative.
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